CALIFORNIA CONSERVATION CORPS
POSITION DUTY STATEMENT
	WORKING TITLE OF POSITION

Lead Network and Infrastructure Specialist
	REPORTING UNIT NUMBER

2240

	DIVISION/BRANCH OR CENTER

Information Systems Branch
	LOCATION

Sacramento – HQ – Information Systems Branch (ISB)

	CLASS TITLE

Systems Software Specialist I (Technical)
	POSITION #

533-240-1587-XXX
	EFFECTIVE DATE

January 2018


	Supervision Exercised

	NUMBER


	DIRECT SUPERVISION CLASSIFICATION


	NUMBER


	INDIRECT SUPERVISION CLASSIFICATION



	
	
	
	


Under the general supervision of the IT Infrastructure and Operations Supervisor, the Systems Software Specialist I, Technical (SSS I) acts as a lead for the maintenance, support, study, acquisition, design, build, test, and implementation of the California Conservation Corps’ (CCC) complex network infrastructure and virtual desktop hosting services.

The incumbent will have frequent contact with CCC managers, Center directors and CCC staff throughout the state, as well as regular contact with California Natural Resources Agency Data Center management and staff, and state and government departments and agencies concerning information technology related to the performance of this position. In addition, the incumbent will consult with private contractors and vendor representatives concerning the needs and development of IT systems.
	Relative Time Required

40%
25%
20%
10%
5%


	Maintains the stability and integrity of the CCC’s data and wireless network services by performing in the capacity of an IT networking lead. Supports the planning, designing, implementing and managing of the CCC enterprise information systems, and complex network infrastructure, including Local Area Networks (LAN), Wide Area Networks (WAN) and wireless networking across the organization. Supports the coordination and completion of complex networking projects, including scheduled and unscheduled off-hours network maintenance and upgrades, and performance and capacity planning. Supports installation, monitoring, reconfiguring and tuning network circuits, hardware, software, communication links and load balancers for performance improvements and future scalability. Supports CCC network operations to ensure that network devices are configured and maintained in accordance with appropriate standards, best practices, and regulatory compliance requirements. Utilizes and follows the change management process for network changes.

Acts as a lead in planning, designing, implementing, supporting, and managing CCC Virtual Desktop Infrastructure (VDI) and streaming applications. Analyzes and resolves VDI problems in a timely and accurate fashion, and provides end-user training where required. Initiates and facilitates contact with vendor support when necessary to complete tasks or resolve problems relating to the vendors’ products.

Provides second and third level technical support and assistance within the Information Systems Branch. Supports the identification, diagnosis, and resolution of network problems. Supports efforts to configure, deploy, and manage network monitoring tools. Supports configuration of firewalls and other network security infrastructure. Reviews project related network requirements and provides recommendations on prospective technology acquisitions.
Supports the preparation, implementation and support of the CCC’s Technology Recovery Plan (TRP). Coordinates IT security, including risk mitigation and patching. Participates in network vulnerability assessments. Supports project planning, scheduling and coordination for the installation of IT solutions.

Maintains competency and currency in Virtualization and Data Networks. Invests in personal development through certification or continuous education to maintain position-related knowledge in the information technology field. Assists in performing research and evaluation studies. Assists in the recommendation and development of CCC policies and standards for new technology projects relating to Network Operations and Help Desk/PC support services. Prepares reports for various audiences addressing specific goals, objectives, and timeframes, as well as any procedural changes and improvements requested to meet strategic goals and objectives of the Department. Participates in the creation or modification of required reports, including but not limited to the TRP, Risk Assessment Report, IT Capital Plan, Stage Gate project documents and Budget Change Proposals. May be required to lift, push, and pull certain equipment. Travels to CCC sites throughout California, as required.


	
	


I have read and discussed these duties with my supervisor.

	Employee Signature
	Date


I certify that this duty statement accurately represents the duties and responsibilities of the position.

	Supervisor Signature
	Date
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