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JOB TITLE: Information Technology Specialist I 

POSITION NUMBER: 420-862-1402-011

INCUMBENT: Vacant

WORKING TITLE: Digital Forensic Investigator

PRIMARY DOMAINS: Information Security Engineering: The security aspects of the initiation, design, development, testing, operation, and defense of information technology data and environments.

SECONDARY DOMAINS: N/A

STATEMENT OF DUTIES:  Under the direction of the Information Technology Manager I (ITM I), the ITS I performs as an advanced technical specialist in Information Assurance. The ITS I acts as a project leader in the areas of system consulting, planning, designing, testing, analysis, research, and development related to the California Justice Information Services Division’s Office of Digital Investigations (ODI). The ITS I will be responsible for the digital evidence acquisition and analysis, as well as documentation of increasingly complex and advanced information technology (IT) systems. The ITS I performs digital forensic examinations of computers, servers, networks and other digital devices including internet connected “smart” devices (IoT), digital storage devices, and “cloud” sources, for the purpose of identifying, collecting, and presenting data as intelligence or evidence in court or other legal proceedings. The ITS I provides technical expertise to support and advise state and local law enforcement agencies on issues relating to seizures, operations, and forensic examinations of IT and works as part of a team of Digital Forensic Examiners. The ITS I demonstrates a high level of knowledge pertaining to data storage and management, installation, configuration, security, maintenance, troubleshooting, backup, and recovery, relating to personal computing, application, server, security, storage, and network infrastructure. Other duties include but are not limited to: preparing detailed reports; maintaining files, peer review of casework and appearing in court as an expert witness.   

The ITS I must exercise initiative while working independently and as part of a team during the performance of critical assignments with tight deadlines. This position requires working knowledge of a wide variety of information assurance disciplines including network security; disk forensics; mobile forensics; network forensics; social media discovery; computer hardware; networking, including routing and firewall technology; enterprise computer systems, including Redundant Array of Independent Disks (RAID) technology and Storage Area Network (SAN) storage, database systems, and common communication software.  The ITS I should have familiarity with electronic e-mail systems such as Outlook and Exchange and knowledge of different Personal Computer (PC), Server, and Mobile operating systems, including Windows, variations of Unix, including Linux, MacOS, iOS, iPadOS and Android. The ITS I must understand the Internet, cloud services and hardware in standalone computers and have a high degree of knowledge with various electronic storage media, including internal and external hard drives, optical technology, tape devices, large capacity cartridges, multimedia card/flash memory, and other data archiving technologies.    

The ITS I should have working knowledge of computer forensic software including Encase and Access Data Forensic Tool Kit, and other imaging and analysis technologies and methodology. The ITS I should be proficient in creating investigative reports and memos related to findings and peer reviewing colleague’s documents. The ITS I may be required to be present at crime scenes to assist with evidence gathering and processing and have a firm grasp of ethical and legal issues in digital forensics. The ITS I prepares evidence for court and may be required to testify as an “expert witness” regarding examination results. 

SUPERVISION RECEIVED:  Reports directly to the ITM I.

SUPERVISION EXERCISED:  None.

TYPICAL PHYSICAL DEMANDS: Ability to work at a computer terminal for extended periods of time and to lift, carry, and move up to 20 pounds.

TYPICAL WORKING CONDITIONS: Modular work station in a smoke-free environment.

ESSENTIAL FUNCTIONS:

45%	Forensic Analysis & Investigation

Provide advance techniques, experience, and expertise supporting law enforcement, legal communities, and management during criminal, administrative, and civil investigations; supports the acquisition of evidence from the most complex IT equipment and provides advice, guidance, and assistance in the investigation of criminal computer systems and networks; works with ODI staff to provide solutions for the cyber security industry standards and best practices; assists the DOJ investigators and Deputy Attorneys General by completing comprehensive written reports for potential criminal prosecution, administrative, and civil litigation; provides peer level review of reports and documentation prepared by other team members in the course of digital forensics duties; and plans, scopes, and identifies constraints and assumptions, tasks, sub-tasks, and their interdependencies and makes necessary recommendations to management and staff to complete tasks as assigned.	

25% 	Systems Support

Responsible for digital forensics network, servers, and storage equipment; coordinate systems needs and more complex IT issues involving digital forensics; design, modify, install, test, and maintain all digital forensic related hardware and software; plan and perform all software and hardware implementations, migrations, reconfigurations, and system and network upgrades; review and evaluate software programs, utilities, and procedures related to storage, back-up, and recovery processes; and control the secured digital forensics network and design system security management by authorizing users, maintaining access controls, reporting and documenting security breaches, and examining security logs.

20% 	Documentation
 & Communication 

Conducts comprehensive documentation of all work performed which includes the writing of reports and applicable technical documentation of systems, as well as quality assurance level review of case reports and documentation prepared by other forensic analysts. 

10% 	Marginal Functions

Researches software, including proprietary software, communicates with vendors and acts as liaison between ODI staff and trusted vendors necessary for the retrieval of digital evidence. Testifies as an expert witness in criminal, civil, and administrative court proceedings as necessary.
 

I have read and understand the duties and essential functions of the position and can perform these duties with or without reasonable accommodation.
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