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Job Description
		


Classification: Information Technology Specialist I
Position Title: Information Security Compliance Specialist I
Position Number: 801-130-1402-068
Division/Branch: Information Technology
Location: Sacramento County

Job Description Summary
Under direction of the Information Technology Manager I (ITM I), the Information Technology Specialist I (ITS I), Information Security Compliance Specialist I, assists with activities related to the Covered California Information Security program, which protects the confidentiality, integrity, and availability (CIA) of Personal Information (PI) including but not limited to personal identifiable information (PII) and federal tax information (FTI); and ensures compliance with applicable federal, state, local, industry, and contractual security requirements. This position serves under the Information Security Domain. Duties may include access to information systems containing protected enrollee information, including protected health information, and personally identifying information.

Job Description
25% (E) Identity and Access Governance
Assist in the development and implementation of strategies for the assessment and auditing of identity management and access control activities, ensuring compliance with relevant regulations and standards. Collaborate with system owners, the Access Team, and vendor points of contact to efficiently collect necessary data for analysis. Conduct thorough analyses of collected data to identify discrepancies, verify issues, and initiate corrective actions by opening tickets and coordinating with relevant parties. Play an instrumental role in the transition from manual to automated processes by supporting the migration of assessments to an enterprise identity and access management solution once implemented. Continuously seek opportunities for process improvement in the assessment and auditing of identity management and access control activities, contributing to the overall enhancement of security measures.
20% (E) Compliance
Assist in researching and meeting the Information Security Office compliance goals and objectives through frequent communications with technical staff, updating documentation, coordinating meetings, notetaking, collecting artifacts, creating presentations, tracking action items, and sending reminders to ensure policy compliance and timely submissions to demonstrate compliance with regulations including but not limited to California, Center Medicate and Medicaid Services (CMS), and Internal Revenue Services (IRS) security requirements.
20% (E) Internal Policy and Control Assessments
Conducts internal assessments of Information Technology (IT) security controls in alignment with Covered California policies. Evaluates the effectiveness of these controls, identifies any gaps, and develops and monitors plans for remediation. Escalates findings of high risk to ensure they receive priority attention.
10% (E) Incident Response & Awareness Training
Assists with tasks related to privacy and/or security incident response tasks and documentation. Assists with the facilitation of information security awareness training. Utilizes the Learning Management System (LMS) and other systems to monitor staff awareness training compliance. Fosters a security conscious culture such as monthly security tips and phishing simulations. Monitors department mailbox.
10% (E) Third-Party Risk Management
Assists with third-party risk management including communicating with the vendor business owners, gathering artifacts for security risk assessments, tracking review dates, and updating documentation. 
10% (E) Continuous Improvement
Under the direction of senior staff, reviews and evaluates current processes to find opportunities to eliminate repetitive and unproductive work and improve efficiencies. Continually improves knowledge and skills within information security and IT risk management. Works with supervisors to set an annual educational goal to include self-study, training classes, and/or conferences.
5% (M) 
Assists with other duties as assigned which may include travel to meetings, training, and seminars.
Scope and Impact
a. Consequences of Error: The consequences or error including lack of adherence to department procedures may result in the increased risk to PI and liability to the state.
b. Administrative Responsibility: The position does not have administrative responsibility.
c. Supervision Exercised: The position does not exercise supervision.
d. Internal Personal Contacts: Chief Information Security Officer, Privacy Officer, team members, IT, and other Covered California employees. 
e. External Personal Contacts: CalHEERS, external assessors, vendors, and other contractors/subcontractors.
Physical and Environmental Demands
Work in a climate-controlled, open office environment, under artificial lighting; exposure to computer screens and other basic office equipment; open office environment; work in a high-pressure fast-paced environment, under time critical deadlines; work long hours; must be flexible to work days/nights, weekends and select holidays as needed; during peak periods, may be required to work overtime; appropriate dress for the office environment. ESSENTIAL PHYSICAL CHARACTERISTICS The physical characteristics described here represent those that must be met by an employee to successfully perform the essential functions of this classification. Reasonable accommodations may be made to enable an individual with a qualified disability to perform the essential functions of the job, on a case-by-case basis. Ability to attend work as scheduled and on a regular basis and be available to work outside the normal workday when required. Continuous: Upward and downward flexion of the neck. Frequent: sitting for long periods of time (up to 70%); repetitive use of hands, forearms, and fingers to operate computers, mouse, and dual computer monitors, printers, and copiers (up to 70%); long periods of time at desk using a keyboard, manual dexterity and sustained periods of mental activity are need; using headsets to talk with internal and external customers for extended periods (up to 60%); Frequent: walking, standing, bending and twisting of neck, bending and twisting of waist, squatting, simple grasping, reaching above and below shoulder level, and lifting and carrying of files, and binders. Note: Some of the above requirements may be accommodated for otherwise qualified individuals requiring and requesting such accommodations.

Working Conditions and Requirements
a. Schedule: Core Business Hours are Monday through Friday, 8:00am - 5:00pm. Flexible with arrival and departure times based on unit schedules.
b. Travel: Travels statewide up to 5% between Covered California and project locations.
c. Other: May require rotating 24x7 on-call support responsibility as well as weekend and holiday support. Incumbent may be required to carry a cell phone.
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