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YOUR EFFORTS WILL MAKE FI$Cal A SUCCESS
DUTY STATEMENT

	CLASSIFICATION TITLE

Information Technology Specialist II
	DIVISION NAME

Information Technology Division

	WORKING TITLE


Senior Security Engineer
	 OFFICE/SECTION/UNIT
Enterprise Security Services Office,
Information Systems Security Management Section

	EMPLOYEE NAME

VACANT
	POSITION NUMBER

333-350-1414-VAR


You are a valued member of the Department of FI$Cal. You are expected to work cooperatively with team members and others to provide the highest level of service possible. Your creativity and productivity is encouraged. Your efforts to treat others fairly, honestly and with respect are important to everyone who works with you.

GENERAL STATEMENT
Under the general supervision of the Information Technology Manager (ITM) I in the Enterprise Security Service Office, the Information Technology Specialist (ITS) II will serve as a Senior Security Engineer. The incumbent assist in running the cyber security program, providing technical and analytical expertise, developing, and implementing security solutions that are essential to protect FI$Cal’s infrastructure, applications and data. The ITS II will develop, update and implement security policies and procedures, assess security controls, develop and implement remediation steps and solutions. The incumbent will also assess cyber security risks and recommend remediation options. Security work may include tasks from multiple areas like: security operations, security engineering, security governance, compliance and risk management. The duties for this position are focused in the Security Engineering domain, but work may be assigned in the other domains as needed. 
SUPERVISION RECEIVED
Reports directly to the ITM I.

SUPERVISION EXERCISED
None.
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ESSENTIAL FUNCTIONS
The incumbent must be able to perform the essential functions with or without reasonable accommodation. Specific duties include, but are not limited to, the following:

	% OF TIME
	ESSENTIAL FUNCTIONS

	25%
	Identify and Protect
· Implement Risk Management Framework (RMF)/Security Assessment and Authorization (SA&A) requirements
· Develop and maintain security policies and procedures
· Develop and maintain security architecture and system security plans
· Lead the effort for the implementation security controls from National Institute of Standards and Technology (NIST) 800-53
· Assess security controls implemented and develop remediation plans by working with other FI$Cal teams
· Evaluate FISCal’s cyber security program against the Statewide Information Management Manual (SIMM) and the State Administrative Manual (SAM) requirements
· Update FISCal’s program for compliance with the SIMM and SAM requirements
· Mitigate/correct security deficiencies identified during security testing/assessments and recommend risk acceptance
· Evaluate and implement security solutions to make FI$Cal compliant with state mandates (e.g CalSecure framework, SIMM)
· Evaluate requests for new software or solutions being considered for implementation at FI$Cal and provide recommendations
· Evaluate changes to FI$Cal’s infrastructure and applications for security risks and make recommendations
· Administer test bed(s), test and evaluate applications, hardware infrastructure, rules/signatures, access controls, and configurations of platforms within the FI$Cal infrastructure





	25%
	Detect, Respond & Recover
· Review incident response plans and implement improvements
· Install, configure and maintain security tool solutions such as penetration testing solutions
· Review vulnerability scan reports and suggest risk mitigation options and prioritization
· Analyze alerts from Security Information Event Management (SIEM) solutions and lead the response to mitigate the identified risks/events
· Evaluate and implement solutions to enhance monitoring and detection of security threats
· Lead the effort to analyze and respond to security incidents
· Plan, test and perform recovery procedures
· Identify areas of improvement based on recovery tests and implement the identified improvements
· Review security status of cloud-based infrastructure and solutions and lead the remediation efforts for identified gaps
· Conduct investigations and enable mitigation of potential cyber defense incidents within the enterprise.
· Develop plans to investigate alleged crime, violation, or suspicious activity. Assist in identifying and/or determine the scope of security incidents. Serve as a technical expert and liaison to all levels of law enforcement personnel to explain incident details as required.
· Provide, write, and maintain technical reports and summaries of findings in investigative analysis, testing, and security incident investigations.
· Document cyber defense recommendations, reports, and white papers on incident findings in accordance with our data classification and privacy policies, to appropriate constituencies.


	25%
	Vulnerability and Threat Management
· Independently develops strategic placement of scanning tools to assess system/resource assets.
· Implements and executes appropriate scan schedules based on asset criticality.
· Communicates vulnerability and risk findings via generated reports to data owners and custodians responsible for remediation.
· Provides consultation with data owners on mitigation and resolution strategies.
· Assists with the creation of residual risk documentation for management acceptance.




	20%
	Information Security Architecture
· Assist in the maintenance of security monitoring architecture to enable data analytics and fraud detection
· Assist in the development and maintenance of an up-to-date FI$Cal System Security Plan (SSP), procedures, and forms, for timely submission of the SSP for annual reviews by state’s Chief Information Security Office.
· Assist in formulating policy and procedures for implementation of compensating security controls that substitute for common security controls only when deemed essential as outlined in the FI$Cal SSP.
· Support validation efforts of all FI$Cal security related requirements, requirements of FI$Cal, and ensures all updated security related requirements in the requirements traceability matrix are specific, discrete and testable.
· Assist in ongoing assessment efforts of all security controls in place and ensure their continued effectiveness.

	% OF TIME
	MARGINAL FUNCTIONS

	5%
	Perform other related duties as required to fulfill FI$Cal’s mission, goals and objectives. Additional duties may include, but are not limited to, assisting where needed within the team/unit, which may include special assignments.



KNOWLEDGE AND ABILITIES
Knowledge of: Emerging technologies and their applications to business processes; business or systems process analysis, design, testing, and implementation techniques; techniques for assessing skills and education needs to support training, planning and development; business continuity and technology recovery principles and processes; principles and practices related to the design and implementation of information technology systems; information technology systems and data auditing; the department's security and risk management policies, requirements, and acceptable level of risk; application and implementation of information systems to meet organizational requirements; project management lifecycle including the State of California project management standards, methodologies, tools, and processes; software quality assurance and quality control principles, methods, tools, and techniques; research and information technology best practice methods and processes to identify current and emerging trends in technology and risk management processes; and state and federal privacy laws, policies, and standards.

Ability to: Recognize and apply technology trends and industry best practices; assess training needs related to the application of technology; interpret audit findings and results; implement information assurance principles and organizational requirements to protect confidentiality, integrity, availability, authenticity, and non-repudiation of information and data; apply principles and methods for planning or managing the implementation, update, or integration of information systems components; apply the principles, methods, techniques, and tools for developing scheduling, coordinating, and managing projects and resources,  including  integration,  scope,  time,  cost,  quality,  human  resources,

communications, and risk and procurement management; monitor and evaluate the effectiveness of the applied change management activities; keep informed on technology trends and industry best practices and recommend appropriate solutions; foster a team environment through leadership and conflict management; effectively negotiate with project stakeholders, suppliers, or sponsors to achieve project objectives; and analyze the effectiveness of the backup and recovery of data, programs, and services.
SPECIAL REQUIREMENTS
The incumbent will use tact and interpersonal skills to develop constructive and cooperative, working relationships with others, e.g., stakeholders, customers, management, peers, etc., to facilitate communication to improve the work environment and increase productivity. Fingerprinting and background check are required.
WORKING CONDITIONS
This position requires the ability to work under pressure to meet deadlines and may require excess hours to be worked. The incumbent should be available to travel as needed and is expected to perform functions and duties under the guidance of the Department of FISCal’s core values. The incumbent provides back-up, as necessary, to ensure continuity of departmental activities.

This position requires prolonged sitting in an office-setting environment with the use of a telephone and personal computer. This position requires daily use of a copier, telephone, computer and general office equipment, as needed. This position may require the use of a hand-cart to transport documents and/or equipment over 20 pounds (i.e., laptop, computer, projector, reference manuals, solicitation documents, etc.). The incumbent must demonstrate a commitment to maintain a working environment free from discrimination and sexual harassment. The incumbent must maintain regular, consistent, predictable attendance, maintain good working habits and adhere to all policies and procedures.

SIGNATURES
I have read and understand the duties listed above and I can perform these duties with or without reasonable accommodation. (If you believe reasonable accommodation is necessary, discuss your concerns with the hiring supervisor. If unsure of a need for reasonable accommodation, inform the hiring supervisor, who will discuss your concerns with the assigned HR analyst.)



Employee Signature	Date


I have discussed the duties of this position with and have provided a copy of this duty statement to the employee named above.



Manager Signature	Date

H/R Analyst  PGR
Date Revised: 12/05/2025
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