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Job Description
		


Classification: Information Technology Specialist II (ITS II)
Position Title: Lead Network Engineer
Position Number: 801-130-1414-018
Division/Branch: Information Technology
Location: Sacramento County / Expo

Job Description Summary

Under general direction of the Information Technology Manager I, the Information Technology Specialist II (ITS II), Lead Network Engineer, performs specialized work to maintain and enhance Covered California’s complex and distributed network infrastructure. The role is responsible for the design, implementation, monitoring, administration, security, and continual improvement of all network systems—including headquarters, service centers, virtual/cloud-based or SD-WAN service centers, satellite offices, and mobile workforce environments. The ITS II leads enterprise network architecture initiatives, implements upgrades, manages network performance and security, develops policies and training materials, supports incident and disaster recovery strategies, and ensures compliance with state and federal IT requirements. Duties may involve access to systems containing protected, sensitive, or confidential information.
Job Description
30% (E)
Leads and performs advanced technical activities necessary to implement, install, upgrade, test, monitor, and troubleshoot the physical and logical network infrastructure at all Covered California locations—including servers, routers, switches, network device hardware, computer/peripheral equipment, and multi-platform network operating systems and applications. Utilizes network management tools to monitor/analyze network traffic and measure system performance. Reviews technical environments to evaluate system effectiveness, analyzes network capacity and growth requirements, and recommends or implements upgrades and enhancements to meet organizational needs. Develops specifications for network hardware, software, and cabling enhancements.

25% (E)
Provides specialist level network security administration, including firewall rule base management, monitoring for network intrusions, and enforcement of network security policies. Develops, recommends, implements, and documents network security, remote access, and system hardening standards and guidelines to ensure data security and integrity. Maintains security configurations on network and server equipment. Researches and applies industry best practices and Information Security Office policies; develops and publishes enterprise network security policies, standards, procedures, and user guides. Designs and delivers training materials and job aids to educate users on proper use of network tools and resources. 

15% (E)
Leads the development of Covered California’s Enterprise Network Architecture roadmap and process improvements. Establishes, documents, and maintains network topology, infrastructure lifecycle, patching, upgrades, retirement/replacement schedules, and hardware refresh standards. Reviews new/revised technology projects to ensure adherence to established technical and operational standards. Designs infrastructure to support recoverability and continuity through appropriate backup and data recovery practices.
15% (E)
Performs day-to-day network operations including configuring, adding, and removing network devices (e.g., switches, routers), establishing VPN connections, monitoring firewall alerts, producing security reports, and providing technical support and troubleshooting for all network operating systems and applications. Diagnoses and resolves network outages and bottlenecks, providing root-cause analysis and mitigation recommendations. Provides technical guidance to staff regarding infrastructure projects and new procedures or installations.
10% (M)
Participates in and contributes to IT disaster recovery planning and execution—including the design, documentation, and publication of network contingency and disaster recovery plans. Ensures compliance with industry, state, and federal IT policies and standards. Participates in special network and security projects assigned by IT management.
5% (M)
Travels between Covered California offices, other state agencies, vendors, satellite locations for system maintenance,  required meetings and training. Responds to off-hours calls as necessary. Participate in monthly after-hours On-Call Monitoring rotation.
Scope and Impact
a. Consequences of Error:
This position is responsible for the security, performance, and reliability of enterprise-wide network operations that directly support core business functions. Misconfiguration, lapses in security, or failures in planning or incident response could result in widespread outages, confidentiality breaches, regulatory violations, loss of data, or major disruption to Covered California operations.
b. Administrative Responsibility:
Oversees planning, development, implementation, and ongoing improvement of all network operations and architecture projects. Leads the development and documentation of standards, policies, and training related to enterprise networking.
c. Supervision Exercised:
May provide lead technical guidance or project-based supervision to network administrators or other ITS staff.
d. Internal Personal Contacts:
Regularly collaborates with IT teams, business owners, managers, directors, and service center staff.
External Personal Contacts:
Coordinates with vendors, consultants, other state departments, local entities, federal partners, and equipment suppliers as necessary for network projects, integration, and best practices.
Physical and Environmental Demands
WORK ENVIRONMENT
Work is performed in office settings under artificial lighting with extended periods at a computer. Network device maintenance may involve data centers or server rooms. Workspace may be open and subject to noise or distraction. Operates in a high-pressure, fast-paced environment, and may be required to work long hours, nights, weekends, or holidays during maintenance windows, outages, or security incidents. Professional dress required.
ESSENTIAL PHYSICAL CHARACTERISTICS
Must be able to attend work regularly and as scheduled; flexibility for work beyond core hours as required.
Continuous: Upward/downward neck flexion.
Frequent: Sitting (up to 70% of time), repetitive hand/finger use, keyboard and mouse operation, extended periods of concentration, walking, standing, bending, twisting, squatting, reaching, carrying light materials, and occasional movement of basic network equipment.
Working Conditions and Requirements
a. Schedule: Core business hours are Monday–Friday, 8:00am–5:00pm, with after-hours and on-call support as required.
b. Travel: Statewide travel to Covered California and external locations for meetings, trainings, and supporting network operations (up to 10%).
c. Other: Must carry an  agency-issued cell phone.
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