DUTY STATEMENT

	Employee Name:
Vacant
	Position Number:
580-150-7500-005

	Classification:
CEA B
	Tenure/Time Base: 
Non-Tenured/Full-Time

	Working Title:
Assistant Deputy Director, Chief Artificial Intelligence and Security Operations Officer (CAISOO)
	Work Location:
1616 Capitol Avenue, Sacramento, CA 95814

	Collective Bargaining Unit: 
M01
	Position Eligible for Telework (Yes/No):
Yes

	Center/Office/Division:
Information Technology Services Division
	Branch/Section/Unit:
Information Technology Services Division



All employees shall possess the general qualifications, as described in California Code of Regulations Title 2, Section 172, which include, but are not limited to integrity, honesty, dependability, thoroughness, accuracy, good judgment, initiative, resourcefulness, and the ability to work cooperatively with others. 

This position requires the incumbent to maintain consistent and regular attendance; communicate effectively (orally and in writing) in dealing with the public and/or other employees; develop and maintain knowledge and skill related to specific tasks, methodologies, materials, tools, and equipment; complete assignments in a timely and efficient manner; and adhere to departmental policies and procedures.

All California Department of Public Health (CDPH) employees perform work that is of the utmost importance, where each employee is important in supporting and promoting an environment of equity, diversity, and inclusivity, essential to the delivery of the department’s mission. All employees are valued and should understand that their contributions and the contributions of their team members derive from different cultures, backgrounds, and life experiences, supporting innovations in public health services and programs for California.

	Competencies



The competencies required for this position are found on the classification specification for the classification noted above. Classification specifications are located on the California Department of Human Resource’s Job Descriptions webpage. 

	Job Summary



Under the direction of the Information Technology Services Division (ITSD) Deputy Director, Chief Information Officer (CIO), the Chief Artificial Intelligence and Security Operations Officer (CAISOO) plays a pivotal role in transforming how the California Department of Public Health (CDPH) delivers secure, data-driven public health services.

As the CDPH oversees a vast array of public health programs, the CAISOO is responsible for identifying business and technical capabilities that, when deployed, can be leveraged across programs to maximize efficiency and impact. The CAISOO fulfills this responsibility through the sound definition of a public health information technology vision and strategies through:

1. Public Health Program Services – including surveillance and decision intelligence capabilities, utility of public health information, and interoperability with local and State public health entities.
2. Public Health Information – ensuring data is accessible, actionable, and protected.
3. Enterprise Capabilities – identifying scalable solutions that can be shared across CDPH’s 200+ public health programs.
4. Technology Asset Management – optimizing the lifecycle and value of IT investments.

The CAISOO provides executive leadership over Artificial Intelligence (AI), Machine Learning (ML), Generative AI (GenAI), cybersecurity, operations, identity and access management, and enterprise solutions architecture. This role ensures that emerging technologies are ethically governed, securely implemented, and strategically aligned with statewide public health objectives.

More than a technical leader, the CAISOO serves as the executive responsible for the strategic direction, policy development, and operational oversight of four critical technology domains that support CDPH’s public health mission. Under the CIO’s leadership, the CAISOO transforms AI from a promising innovation into a mission-critical capability – driving smarter, faster, and more equitable outcomes for the people of California.

	Special Requirements



  ☒  Conflict of Interest (COI)
  ☐  Background Check and/or Fingerprinting Clearance
  ☐  Medical Clearance
  ☐  Travel:      
  ☐  Bilingual: Pass a State written and/or verbal proficiency exam in      
  ☐  License/Certification:      
  ☐  Other:      
	Essential Functions (including percentage of time)



25%	AI/ML/GenAI Functions and Initiatives

Lead, develop, and execute long-term strategies for integrating AI, ML, and Gen AI into public health systems to improve outcomes. Lead research efforts to explore and pilot emerging AI technologies for use in epidemiology, diagnostics, and health equity. Oversee the lifecycle of AI/ML projects, ensuring alignment with public health goals and compliance with regulatory standards. Create ethical and operational policies and processes for the use of AI/ML in public health, including transparency, accountability, and bias mitigation. Facilitate collaboration with all levels of the organization (internal programs, technology areas, vendor partners, and other state departments, stakeholders, and oversight agencies). Work closely with CDPH senior executives and directorate to ensure that innovation aligns with corporate strategy. Represent CDPH in interagency and cross-sector collaborations to align AI strategies with federal and state initiatives. Build internal capacity by overseeing staff training programs in AI/ML technologies.
		
Responsible for developing technology and business governance frameworks for: making informed decisions on the future state of AI/ML/Gen AI services and solutions; enhancing transparency into IT decision making by developing and promoting enterprise governance processes that provide flexibility while adhering to departmental, state, and legislative requirements and IT management best practices by promoting greater information sharing across the enterprise and with other control agencies.

Provide administrative direction, guidance, and leadership to ITSD managers and staff to guide digital transformation and drive the future of public health. Develop policies to enhance enterprise services, expand data access and interoperability to enable data driven decisions, mature systems, infrastructures, and ecosystems. Define and implement strategies to support responsive and sustainable public health operations across all systems. Responsible for identifying opportunities that drive technological innovation and transformation across the enterprise to develop and scale reusable solutions and agile on-demand shared services to maximize return on investment and reduce overall cost of ownership.

Act as an enterprise change leader to communicate the technology vision and future state direction, major change transformation initiatives, cross-functional business process automation, as well as the real-world transformation challenges and enterprise opportunities. Encourage and support employees to become change champions and drive business results via improved transformation execution.

Direct project intake, architecture, portfolio management, and agile development teams to ensure that their efforts reflect customer needs as well as innovative thinking.

25%	Security Operations
	
Maintain and evolve a comprehensive security framework that protects CDPH’s systems and data while enabling secure operations. Develop and implement strategies to address emerging threats from Gen AI and quantum computing, including post-quantum cryptography. Lead the Security Operations Center (SOC) to ensure rapid and effective responses to cyber incidents. Promote a culture of cyber security through department-wide training and awareness programs. 

Align department public health strategies with state priorities such as: Departmental Strategic Plans to protect the public’s health by addressing the objective of strengthening foundational public health and health care infrastructure at the state and local level by leveraging data technology to advance goals and inform action and accountability around the enhancement of surveillance systems, leveraging data and technology for greater decision intelligence, and strengthen the science base for services; California Office of Health Equity Portrait of Promise to address clear and persistent health disparities linked to social and historical inequities as part of a multipronged public health effort to achieve health equity for all Californians; California Health and Human Services Agency (CalHHS) guiding principles to advance data-driven and person-centered services and supports statewide efforts to address the health needs of our most vulnerable communities and populations; California Department of Technology (CDT) Vision 2023, to use technology to meet society’s goals, and make progress on large scale, complex problems affecting Californians all into 2023 and beyond; and supporting CDT’s vision for a government that is accessible and reliable, as well as leveraging public health information to make CDPH more efficient and effective, and to make public health data more accessible and reliable.




20%	Identity and Access Management

Define and enforce policies that ensure only authorized users can access sensitive systems and data. Oversee the deployment and maintenance of secure authentication and authorization systems. Manage onboarding and offboarding processes to ensure accurate and timely access rights. Conduct regular audits to detect and respond to unauthorized access or anomalies. Lead the implementation of major transformation initiatives and efforts that execute the strategies and items on enterprise roadmaps, while ensuring the implementation continues to have a focus on strengthening ties with programs, local health departments and community stakeholders.

Oversee the development and execution of Budget Change Concepts, Budget Change Proposals, and projects to implement enterprise public health strategies that support future state innovation. Oversee and direct the activities related to managing the portfolio of innovation and modernization initiatives and related projects and deliverables. This includes coordination of deliverables and work products for oversight agencies (CalHHS, Department of Finance [DOF], Legislative Analyst’s Office [LAO] and Legislature) to meet timelines and reporting requirements. Oversee the implementation of, and adherence to, State IT policy standards, instructions, and guidelines, including the State Administrative Manual, Statewide Information Management Manual, Public Health Administrative Manual, Technology Letters, the State’s IT Strategic Plan, and IT-related Executive Orders and Budget Letters.


20%	Solutions Architecture

Lead the design and implementation of scalable, secure IT systems that support CDPH’s public health programs. Ensure secure, persistent, and rapid data sharing capabilities across internal and external stakeholders. Oversee the integration of new technologies with existing infrastructure to ensure continuity and performance. Establish architectural standards to ensure consistency, quality, and compliance across all IT solutions. Evaluate and manage relationships with technology vendors to ensure alignment with CDPH’s strategic goals. Monitor and refine IT systems to meet evolving public health needs and technological advancements. 

Responsible for enabling an agile framework for greater agility, scalability, and efficiency to meet continually evolving business needs by developing and implementing policies and strategies to modernize legacy IT infrastructure, processes, and systems. Incorporates improved technology interoperability, sustainability, security, and adherence to standardized enterprise-wide technology guidelines.

Provides leadership over: technology innovation and modernization initiatives to build flexible and scalable technological backbones for dynamic public health activities that emphasize cloud services; streamlined transactional systems for surveillance and licensing activities; and rapid public health data services to enable more efficient public health business processes and reduced manual burden. Works with the ITSD Chief Technology Officer (CTO) and Center/Division/Office management to incorporate additional data into systems to enable interoperability and public health analyses; improve information asset management and standards to improve data interoperability and access; and promote information sharing and interoperability to enhance access to accurate and timely data for local and state stakeholders.


	

	Marginal Functions (including percentage of time)



State of California – Health and Human Services Agency		California Department of Public Health


10%	Serves on various committees and performs other job-related duties as assigned.
Confidential - Low
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	|_| I certify this duty statement represents an accurate description of the essential functions of this position. I have discussed the duties and have provided a copy of this duty statement to the employee named above.

	|_| I have read and understand the duties and requirements listed above and am able to perform these duties with or without reasonable accommodation. (If you believe reasonable accommodation may be necessary, or if unsure of a need for reasonable accommodation, inform the hiring supervisor.) 
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