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Board of State and Community Corrections (BSCC)
DUTY STATEMENT
	Classification:
	Information Technology Specialist I

	IT Domain:
	Information Security Engineering

	Position Number:
	917-190-1402-002

	Division:
	Administrative Services / Information Technology

	Incumbent:
	VACANT


SECTION A: GENERAL DESCRIPTION 
Under the general direction of the Chief Information Officer (CIO), an Information Technology Supervisor II, the Information Technology Specialist functions in the domains of Information Security Engineering, Business Technology Management and System Engineering. The Information Technology Specialist I serves as the Information Security Officer for the Board of State and Community Corrections.  The IT Specialist I also supports the primary System Engineer in System Administration tasks.
SECTION B: ESSENTIAL FUNCTIONS

Candidates must have the ability to perform the following essential functions with or without reasonable accommodations.

	Percentage of

Time Spent
	Typical Tasks

	60 % 
	Information Security - The ISE-I is responsible for enterprise risk management, compliance assessments, corrective action plans and making documented security recommendations relating to all associated BSCC systems. The participates works closely with technical subject matter experts such as System Engineers, Server Administers and Client Support staff to ensure systems are secure and meet compliance requirements. The ISE-I ensures technical and business process controls conform to Federal, State, and Departmental policies, regulations, standards, legal agreements, and laws. The ISE-I will perform maintenance and support of complex cybersecurity tools such as security information and event management, vulnerability scanning, content filtering, intrusion prevention, anti-malware, as well as new tools which are procured.


	25 %
	System Administration - Administers BSCC’s IT applications and platforms including, but not limited to, Microsoft Azure Environment, Office 365, SharePoint, Microsoft Exchange and BSCC’s custom built applications.  The IT Specialist may be required to administer and manage BSCC staff’s IT environment and user experience through Microsoft User/System management tools including Active Directory.  The incumbent may be required to assist with system/file backup and recovery operations.


	10 %
	Project Management – The incumbent accepts leadership responsibility for multiple tasks/projects, applies sound project management principles and follows established standards and guidelines in leading Information Technology projects.  The incumbent ensures that projects are delivered on schedule and meet the customer’s requirements.  The IT Technology Specialist effectively communicates with colleagues, customers and BSCC managers, reporting project status and providing project documentation as required) business requirements, technical specifications, work plans, status reports, etc.).


	5 %
	Other Duties – The incumbent will perform other IT (network administration, development, troubleshooting, etc.) tasks as assigned and/or required.


SECTION C: NON-ESSENTIAL FUNCTIONS

None
SECTION D:  ADA REQUIREMENT

Alternatives will be provided for incumbents who are unable to perform the non-essential functions of the job because of a disability as defined by the Americans with Disabilities Act.

SECTION E: KNOWLEDGE, SKILLS AND ABILITIES

Knowledge of Information technology governance principles and guidelines to support decision making; complex and mission critical business processes and systems; principles, methods and procedures for designing, developing, optimizing, and integrating systems in accordance with best practices; system specifications design, documentation, and implementation methodologies and techniques.

Ability to Formulate and recommend policies and procedures; perform effectively in a fast-paced environment with constantly changing priorities; establish and maintain project priorities; apply federal, state, department, and organizational policies and procedures to state information technology operations; apply systems life cycle management concepts used to plan, develop, implement, operate, and maintain information systems; positively influence others to achieve results that are in the best interests of the organization; consider the business implications of the technology to the current and future business environment; communicate change impacts and change activities through various methods; conduct end-user training; collaborate closely with technical subject matter experts such as database administrators, network engineers, and server administrators to ensure systems are secure and meet compliance requirements; assess situation to determine the importance, urgency, and risks to the project and the organization; make decisions which are timely and in the best interests of the organization; provide quality and timely ad hoc project information to executives, project team members, and stakeholders; develop decision making documents; and assess and understand complex business processes and customer requirements to ensure new technologies, architectures, and security products will meet their needs.
SECTION F: RESPONSIBILITY FOR DECISIONS (CONSEQUENCE OF ERROR)

The incumbent exercises a high degree of independent decision making and independence in the performance of assigned duties. The incumbent must exercise the ability to work independently, solve complex problems, and have excellent communication skills.

SECTION G: PERSONAL CONTACT

The IT Specialist Will have contact with agency and division staff.  The incumbent may also have contact with local law enforcement, local governmental agencies, legislative staff, state controls agencies, the executive branch, BSCC board members, advocacy groups, institutional and program staff, external stakeholders and professional groups.

SECTION H: WORK ENVIORNMENT

The incumbent will work in an office building in Sacramento, California. Incumbent must be able to travel as needed across California, Travel may include flying or driving and overnight stays.
SECTION I: PHYSICAL REQUIREMENTS

Any lifting, moving, keying, etc. required for this position.
	Check the frequency of activity required of the employee to perform the job

	Activity

(Hours per day)
	Never

(0 Hours)
	Occasionally

(up to 3 hours)
	Frequently

(3 to 6 hours)
	Constantly

(6 to 8 hours)

	Sitting
	
	
	
	x

	Walking
	
	
	x
	

	Standing
	
	x
	
	

	Bending (neck/waist)
	x
	
	
	

	Squatting
	
	x
	
	

	Climbing
	
	x
	
	

	Kneeling
	x
	
	
	

	Crawling
	x
	
	
	

	Twisting (neck/waist)
	
	x
	
	

	Is repetitive use of hand(s) required?
	
	
	
	x

	Simple Grasping (R or L)
	
	x
	
	

	Power Grasping (R or L)
	x
	
	
	

	Fine Manipulation (R or L)
	
	
	x
	

	Pushing/Pulling (R or L)
	x
	
	
	

	Reaching (above/below shoulder level)
	
	x
	
	

	Lifting/Carrying
	Must be able to lift and carry 25 lbs


SECTION J: SIGNATURE

By signing this document, I acknowledge I understand all requirements and information stated above and understand the duties may be modified in accordance with the established job specifications for the class and in conjunction with office needs and have received a copy of this duty statement.

________________________________________
_____________________

Employee’s Signature




Date

I have discussed and provided a copy of this duty statement to the employee named above.

_______________________________________
_____________________

Supervisor’s Signature




Date
Rev. 11/16


