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DIVISION CLASSIFICATION POSITION NUMBER
(Agency-Unit-Class-Serial)

IT Division Information Technology Manager | 549-073-1405-007

DISTRICT/HQ SECTION WORKING TITLE CBID

ISPO Privacy Officer MO01

SECTOR/HQ UNIT REPORTING LOCATION INCUMBENT

Information Security & Privacy Office | Sacramento HQ

STATE HOUSING (Check if applicable) IMMEDIATE SUPERVISOR

[ State Housing may be required. Information Technology Manager |l

POSITION DESCRIPTION

Under the administrative direction of the Chief Information Security Officer (CISO)( Information Technology Manager
1), the Privacy Officer will ensure fulfillment of compliance and privacy programs. This includes but is not limited to
Information Security and Privacy Program Policy Compliance, PayCard Industry Compliance Strategy and oversight
activities, Privacy & Disclosure Activities in partnership with the eDiscovery & Incident Response Group Lead,
Technology Recovery partnership across disciplines in the Information Security & Privacy Office, Headquarters, and all
the Department’s 288 field locations. Duties will include management, supervision, regulatory compliance for PII
protected data, PayCard industry partners and vendors data privacy reviews, training staff, and monitoring adherence
to federal information processing standards, national institute of standards and technology special publications, as
well as supervising integration of privacy elements and managing the enterprise data classification program into
preventative mitigations for disaster recovery planning. This position acts as the Compliance manager, participating
in and working to ensure staff further elevate program maturity in the ISPO and its formal documentation to solidify
foundations on which confidentiality, integrity, and availability of data reduces outages and threats along a multitude
of critical DPR enterprise technology services spanning network and server infrastructure to industrial control
systems, field law enforcement and scientific technologies. This position orchestrates public records data collection
and conducts disclosure review in legal matters and for electronic discovery for release external to the Department.
Privacy disclosure expertise and California Consumer Privacy Act (CCPA & CPRA) and DROP Act compliance knowledge
is required. In addition, this position will manage staff and contractors that in turn enact data privacy standards, the
data classification program, and shall conduct business and privacy impact assessments on critical systems and
infrastructure with staff. This position delivers the register of risk, plan of actions and milestones quarterly to the CISO
after review with subordinate policy specialist staff. All employees are responsible for contributing to an inclusive,
safe, and secure work environment that values diverse cultures, perspectives, and experiences, and is free from
discrimination.

ALL EMPLOYEES ARE RESPONSIBLE FOR CONTRIBUTING TO AN INCLUSIVE, SAFE, AND SECURE WORK
ENVIRONMENT THAT VALUES DIVERSE CULTURES, PERSPECTIVES, AND EXPERIENCES, AND IS FREE FROM
DISCRIMINATION.

ESSENTIAL FUNCTIONS:
% TASK/DUTIES
35% Privacy Program Administration Workload: Compliance program regulations must be met by the manager

to ensure that federal standards and classified data are properly classed and protected from unauthorized
access and inappropriate disclosure. The program includes responsibility to conduct Privacy Impact
Assessments (PIAs) and Business Impact Assessments (BIAs to be conducted in conjunction with CTO staff)
on all classified data and threshold analysis. Quarterly reporting and remediation will occur throughout
the program’s maturity phases and onward. Data classification program formulation and its application to
all Department data will be a critical element to ensuring the Departments success in implementing a
mature information protection practice strategy. Risk and Privacy compliance documentation (SIMM
5305-F & 5310-C) activities shall be completed in a timely customer supportive timeline, as shall all other
cyclical review programs for compliance activities.
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15% Privacy Officer Liaising Workload: Many ISPO functions, cyclical/annual updates of formal compliance
documents, and other responsive actions with the Legal Office and Resources Agency require Privacy
Officer input and careful review. The Privacy Officer shall represent the ITD professionally and with
superior communication acumen in all instances. Providing core documentation for many Department
activities such as TR Plan Addendums in partnership with the TRC for DPR’s TR Plan are primary functions
of the manager, as is ensuring the DPR Information Security & Privacy Office has related regulatory filings
in on time, monthly quarterly and annually. The manager shall ensure compliance documents attested to
are exercised with all milestones reviewed for disclosure and reported on the Departmental RRPOAM.
Addendums will be revised annually in cooperation with subordinate staff and the CISO to the highest
standards possible. Participation in all Department, Agency, and Statewide Privacy meetings and planning
functions. Authoring the RRPOAM is an ongoing Quarterly deliverable of this position to oversee.
20% Program Management & Training Review: Federal requirements pertaining to the Department, providing
expertise and direction when reviewing with the CISO, and reporting to CNRA ISO Committee members
on compliance program changes requires ensure internal data privacy standards are sufficient to meet
State standards. Training: Information Privacy Protection (IPP) annual training is to be conducted in
conjunction with Information Security Awareness Training (ISAT) and ensured taken by all staff by the
manager and reported upon as mandated by State law. Additionally, the manager is expected to Stay
current as the resident expert in its own training for IAPP and TR discipline areas annually and shall
possess and shall strive to obtain/maintain a CIPP cert within 24 months of hire.
20% Information Security Assessments and Audits. This position shall ensure data is taken by staff from the
RRPOAM, Maturity Metrics, the RRPOAM, TRP, application privacy reviews and past ISA/ISPAs to address
and supervise ongoing IS&A cycles with both the Department of the Military and Department of
Technology (DoM & CDT).

5% Participation in Departmental CJIS, PCI, CDT, CNRA designated assistance projects.
MARGINAL FUNCTIONS:

% TASK/DUTIES

5% Other job-related duties as assigned and necessary for operational continuity. Attend staff meetings and
trainings and prepare administrative paperwork to meet operational needs.
TYPICAL WORKING CONDITIONS
In office, with statewide travel being required as necessary. This is a demanding, self-starter, very writing intensive
“hands on” position, expected to lead by example.
TELEWORK DESIGNATION:
This position is designated as telework eligible -Office centric and may adjust based on State directives.

SPECIAL REQUIREMENTS:

Travel is required. The position requires a Background Investigation to be cleared prior to being hired.

The statements contained in this job description reflect general details as necessary to describe the principal functions of this
job. It should not be considered an all-inclusive listing of work requirements. The incumbent of this position may perform
other duties (commensurate with the classification) as assigned, including work in other functional areas to cover during
absences, to equalize peak work periods, or to otherwise balance the workload.

SUPERVISOR STATEMENT:

| CERTIFY THIS DUTY STATEMENT REPRESENTS AN ACCURATE DESCRIPTION OF THE ESSENTIAL FUCNTIONS OF THIS POSITION. |
HAVE DISCUSSED THE DUTIES OF THIS POSITION WITH THE EMPLOYEE AND PROVIDED THE EMPLOYEE WITH A COPY OF THIS
DUTY STATEMENT.

SUPERVISOR NAME (PRINT OR TYPE) SUPERVISOR SIGNATURE DATE

EMPLOYEE STATEMENT:
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| CERTIFY | HAVE READ, UNDERSTAND, AND CAN PERFORM THE DUTIES OF THIS POSITION EITHER WITH OR WITHOUT
REASONABLE ACCOMMODATION. | HAVE DISCUSSED THESE DUTIES WITH MY SUPERVISOR AND HAVE BEEN PROVIDED A COPY
OF THIS DUTY STATEMENT.

EMPLOYEE NAME (PRINT OR TYPE) EMPLOYEE SIGNATURE DATE
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