


	
	

	Civil Service Classification
	Position Number	

	Information Technology Specialist II (ITS II)
	281-393-1414-003



	[image: cid:image005.png@01D45184.E3E67050]
☐  Current 
☒  Proposed
POSITION STATEMENT

	

	1. POSITION INFORMATION

	CIVIL SERVICE CLASSIFICATION: 
	WORKING TITLE: 

	Information Technology Specialist II (ITS II)
	Information Technology Specialist II – Network Security Engineer

	NAME OF INCUMBENT: 
	POSITION NUMBER:

	 
	281-393-1414-003

	SECTION/UNIT:
	SUPERVISOR’S NAME:

	Information Technology Unit
	Samuel Chhlang

	DIVISION: 
	SUPERVISOR’S CLASSIFICATION:

	Sacramento HQ
	Information Technology Manager I

	BRANCH:
	REVISION DATE:

	Employment Training Panel
	7/27/2026

	Duties Based on: ☒ Full Time	☐ Part Time – Fraction _______	☐ Temporary –  _______ hours

	2. REQUIREMENTS OF POSITION

	Check all that apply:
☒ Conflict of Interest Filing (Form 700) Required	☐ Call Center/Counter Environment
☐ May be Required to Work in Multiple Locations	☐ Requires Fingerprinting & Background Check 
☐ Requires DMV Pull Notice	☐ Bilingual Fluency (specify below in Description)
☒ Travel May be Required	☐ Other (specify below in Description)

	Description of Position Requirements (e.g., qualified Veteran, Class C driver’s license, bilingual, frequent travel, graveyard/swing shift, etc.): 

	 Occasional travel may be required. 

	3. DUTIES AND RESPONSIBILITIES OF POSITION

	Under the general direction of the Information Technology (IT) Manager I, the Information Technology Specialist II demonstrates deep technical knowledge and serves as the network security lead. The incumbent has a wide range of responsibilities including project management, planning, developing and implementing technical solutions essential to the overall mission of the Employment Training Panel (ETP), and undertakes a variety of roles, from senior technical lead in security solutions and network infrastructure, to serving in a key role of ETP’s Enterprise Architecture.  The incumbent maintains and enhances the ETP Information Technologies according to customer specifications and to meet stringent and evolving security requirements.

The Information Technology Specialist II works closely with stakeholders, including executive management, the Information Technology Unit, and ETP staff to support the agency concentrating on security and network documentation.  The Specialist will work in conjunction with the ETP Information Security Officer (ISO) on Agency-wide recommendations to improve security posture. The incumbent participates and provides technical support and knowledge to support the IT and Operations Strategic Plans.


	Percentage of Duties
	Essential Functions

	

30%
	SECURITY MANGEMENT & DESIGN: Plans, tests, installs, configures, monitors, and maintains the Agency’s complex security environment including, but not limited to: Virtual Private Network (VPN), Extended Detection and Response (XDR), Identity Management, Privileged Access Management (PAM), vulnerability scanners, end point protection, web filtering, network devices, cloud services, and disaster recovery. Ensures that services are robust and compliant with security requirements, meet architectural standards, and meet business requirements.

Provides technical expertise for the most complex projects and supports the IT Manager I by acting as a lead for technical questions and customer and vendor relations for all aspects of network and security technologies.

	25%
	NETWORK ADMINISTATION & SUPPORT: Supports, maintains, and monitors the network infrastructure (Field Offices Networks, Data, and Wireless) to ensure optimal network performance. Configures installs, upgrades, and maintains network components including, but not limited to, Switches, Routers, Wireless equipment, Firewalls, and VMware Virtual Networks. Monitors network infrastructure components to promptly identify real time or potential problems using approved tools.

	15%
	INCIDENT RESPONSE & THREAT MANAGEMENT: Develop and implement incident response plans and procedures to effectively respond to and mitigate security incidents. Monitor and investigate security incidents, including analyzing and containing threats, conducting forensic analysis, and documenting findings. The network security engineer must stay up-to-date with emerging security threats and trends, and continuously evaluate and update security measures to mitigate new risks.

	
10%
	SYSTEM SERVICE REQUESTS & PROJECTS: Completes service requests and projects related to network and security and works in conjunction with the IT unit supporting services including account and security configuration, cloud services configuration and integration. Develops technical solutions to meet complex business requirements including designing and coding scripts to automate tasks.  Prepares accurate, clear and concise written and oral project status, reports and presentations.

	10%
	DOCUMENTATION & REPORTING: Create and maintain comprehensive network and security documentation, including network diagrams, inventory lists, configuration details, and technical procedures.
Prepare regular reports on network performance, security incidents, and maintenance activities. Provide recommendations for network improvements based on data analysis and trends.


	
5%
	SYSTEM MAINTENANCE: Provides guidance to lower level technical staff in the installation, operation, maintenance, upgrades, and patching of network devices and security solutions. Monitors and resolves system problems to ensure that services are functional and operating efficiently.

	Percentage of Duties
	Marginal Functions

	5%
	Performs other duties as assigned

	4. WORK ENVIRONMENT (Choose all that apply)

	Standing:	Occasionally - activity occurs < 33%
	Sitting:	Continuously - activity occurs > 66%

	Walking:	Occasionally - activity occurs < 33%
	Temperature:	Temperature Controlled Office Environment

	Lighting:	Artificial Lighting
	Pushing/Pulling: Occasionally - activity occurs < 33%

	Lifting:	Occasionally - activity occurs < 33%
	Bending/Stooping: Occasionally - activity occurs < 33%

	Other:	Click here to enter text.

	Type of environment:
☒ High Rise	☒ Cubicle	☐ Warehouse	☐ Outdoors	☐ Other: 

	Interaction with customers:
☐ Required to work in the lobby	☐ Required to work at a public counter
☒ Required to assist customers on the phone	☒ Required to assist customers in person
☐ Other: 

	5. SUPERVISION

	Supervision Exercised:  

	6. SIGNATURES

	Employee’s Statement:
I have reviewed and discussed the duties and responsibilities of this position with my supervisor and have received a copy of the Position Statement.

	Employee’s Name: 

	Employee’s Signature:	Date:


	Supervisor’s Statement:
I have reviewed the duties and responsibilities of this position and have provided a copy of the Position Statement to the employee.

	Supervisor’s Name: 

	Supervisor’s Signature:	Date:


	7. HRSD USE ONLY

	Classification & Pay Group (CPG) Approval

	☐  Duties meet class specification and allocation guidelines.
☐  Exceptional allocation, 625 on file.
	CPG Analyst initials
	Date approved

	
	 YS
	8/10/2026

	Reasonable Accommodation Unit use ONLY (completed after appointment, if needed)
If a Reasonable Accommodation is necessary, please complete a Request for Reasonable Accommodation (DE 8421) form and submit to Human Resource Services Division (HRSD), Reasonable Accommodation Coordinator. 
List any Reasonable Accommodations made: 

	Click here to enter text.



Supervisor: After signatures are obtained, make 2 copies:
· Send a copy to HRSD (via your Attendance Clerk) to file in the employee’s Official Personnel File (OPF) 
· Provide a copy to the employee 
· File original in the supervisor’s drop file
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