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OFFICE OF THE STATE CONTROLLER

DUTY STATEMENT

	EMPLOYEE NAME

	DIVISION
Information Systems Division

	CLASSIFICATION TITLE
Information Technology Specialist I
	UNIT NAME - LOCATION
Information Security Office   
(ET) Sacramento

	WORKING TITLE
Digital Financial Assets Systems Integration Specialist
	POSITION NUMBER
340-1402-143

	INFORMATION TECHNOLOGY DOMAIN
Information Security Engineering
	EFFECTIVE DATE




SECTION A: GENERAL DESCRIPTION 

Under the general direction of the Deputy Chief Information Security Officer (DCISO), the incumbent provides journey-level technical support for systems related to virtual currency and digital financial assets, including secure interface operations, application support, systems administration functions, security testing support, and troubleshooting. The incumbent supports implementation and maintenance of secure data exchanges, interfaces, APIs, file transmissions, databases, and system configurations used to process program transactions and communicate with third-party service providers.

The incumbent is responsible for maintaining technical procedures and support documentation, assisting with governance and compliance support activities, supporting vulnerability remediation and penetration testing, monitoring system health and issue queues, and troubleshooting digital financial asset systems and other related systems. The incumbent may use approved security tools, including Burp Suite, to assist with testing, validation, and defect analysis under established procedures. Duties include, but are not limited to, the following.

SECTION B: ESSENTIAL FUNCTIONS

Candidates must have the ability to perform the following essential functions with or without reasonable accommodation. Information Technology Specialist I duty statement tasks are to be carried out under general supervision and following industry standard unless specified.



	Percentage of Time Spent
	Typical Task

	30%
	Digital Financial Assets Systems Integration and Interface Support. Implement, maintain, monitor, and enhance secure interfaces, APIs, file transfer processes, certificates, service accounts, and related technical components supporting digital financial asset operations. Coordinate technical changes with vendors and third-party integrators, support interface configuration and testing, review processing issues, and help ensure stable system connectivity, accurate data exchanges, and timely transaction processing.

	25%
	Production Operations and Technical Troubleshooting. Review logs, monitor system health, analyze processing failures, and resolve application, interface, authentication, connectivity, database, and job scheduling issues affecting digital financial asset systems and related interfacing systems. Troubleshoot incidents, document findings, coordinate corrective actions with technical teams and external partners, and provide production support to maintain operational continuity and service reliability.

	20%
	Systems Administration, Configuration, and Documentation. Support systems administration functions, configuration management, environment support, technical procedures, run books, implementation guides, and operational documentation needed to maintain secure and reliable services. Assist with setup and maintenance of service accounts, certificates, scripts, application settings, and other technical configurations, and help ensure support documentation remains accurate and current.

	15%
	Security Support and Penetration Testing Assistance. Support secure configuration activities, vulnerability review, remediation testing, compliance-related technical tasks, and application security testing for supported systems. Assist with penetration testing and validation activities, including use of approved tools such as Burp Suite to inspect traffic, reproduce issues, validate fixes, support security assessments, and document technical findings for review and remediation.

	10%
	Miscellaneous ISO Support. Perform other related technical and administrative duties to support Information Security Office priorities and organizational needs, including special assignments, support coordination, training support, documentation updates, issue tracking, customer support activities, and other work as directed.



		
SECTION C: NON-ESSENTIAL FUNCTIONS

	%
	





SECTION D:  ADA REQUIREMENT

Alternative will be provided for incumbents who are unable to perform the non-essential functions of the job because of a disability as defined by the Americans with Disabilities Act.

SECTION E: KNOWLEDGE, SKILLS AND ABILITIES

KNOWLEDGE
· Knowledge of systems integration concepts, interface support, data exchange methods, secure transmission, systems administration, and operational support practices.
· Knowledge of information security fundamentals, vulnerability concepts, secure configuration, access controls, incident reporting, and technical compliance support.
· Knowledge of troubleshooting methods for applications, APIs, authentication, connectivity, databases, and job processing issues.
· Knowledge of common web application security issues and testing concepts, including use of approved testing tools such as Burp Suite.
· Knowledge of technical documentation standards, change management practices, and support processes.

SKILLS
· Skill in maintaining interfaces, reviewing logs, diagnosing technical issues, and supporting stable production operations.
· Skill in drafting technical procedures, support documentation, configuration standards, and operational guidelines.
· Skill in supporting vulnerability remediation, penetration testing activities, and test execution.
· Skill in communicating effectively with users, technical teams, vendors, and partner organizations.
· Skill in using technical and security tools to evaluate system behavior and support issue resolution.
ABILITIES
· Ability to follow technical standards, procedures, and lead direction.
· Ability to analyze issues, identify patterns, and recommend solutions.
· Ability to support multiple assignments in a dynamic environment.
· Ability to prepare clear technical documentation and status updates.
· Ability to maintain confidentiality when handling system and security information.

SECTION F: RESPONSIBILITY FOR DECISIONS (CONSEQUENCE OF ERROR)

The Information Technology Specialist I will have access to sensitive system information, technical configurations, and security-related information. Errors in judgment, configuration, troubleshooting, or disclosure may disrupt business operations, delay processing, expose vulnerabilities, or affect the confidentiality, integrity, or availability of state information.

SECTION G: PERSONAL CONTACT

The Information Technology Specialist I may confer with management, program staff, technical support personnel, vendors, and third-party partners to coordinate technical work, resolve incidents, support production operations, and implement system changes.

SECTION H: WORK ENVIRONMENT 

The incumbent will work primarily in a climate-controlled office environment using a computer workstation and communication tools. Occasional after-hours work may be required during deployments, incident response support, maintenance windows, or urgent production issues. 

SECTION I: PHYSICAL REQUIREMENTS

The employee is regularly required to sit, talk or hear; frequently required to use repetitive hand motion, handle or feel, and to stand, walk, reach, bend or lift up to 40 pounds. 

	Check the frequency of activity required of the employee to perform the job

	Activity
(Hours per day)
	Never
(0 Hours)
	Occasionally
(up to 3 hours)
	Frequently
(3 to 6 hours)
	Constantly
(6 to 8 hours)

	Sitting
	
	
	X
	

	Walking
	
	X
	
	

	Standing
	
	X
	
	

	Bending (neck/waist)
	
	X
	
	

	Squatting
	
	X
	
	

	Climbing
	
	X
	
	

	Kneeling
	
	X
	
	

	Crawling
	
	X
	
	

	Twisting (neck/waist)
	
	X
	
	

	Is repetitive use of hand(s) required?
	
	
	X
	

	Simple Grasping (R or L)
	
	
	X
	

	Power Grasping (R or L)
	
	X
	
	

	Fine Manipulation (R or L)
	
	
	X
	

	Pushing/Pulling (R or L)
	
	X
	
	

	Reaching (above/below shoulder level)
	
	X
	
	

	Lifting/Carrying
	N/A



SECTION J: SIGNATURE

By signing this document, I acknowledge I understand all requirements and information stated above and understand the duties may be modified in accordance with the established job specifications for the class and in conjunction with office needs and have received a copy of this duty statement.



________________________________________	_____________________
Employee’s Signature					Date


I have discussed and provided a copy of this duty statement to the employee named above.


_______________________________________	_____________________
Supervisor’s Signature					Date

