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DUTY STATEMENT

Classification:		Information Technology Specialist I
Job Title:			Information Technology Specialist I
Name:			XXXX
Scheme/Class Code	(LM72 / 1402)
Position Number:	813-008-1402-XXX
Reports to			Information Technology Supervisor II
FLSA Status:		WWG E
Division:			Information Technology Services Division
Location	Technical Management Operations / Infrastructure Support Unit
Primary Assignment:	Design, configuration, operation and maintenance of infrastructure solutions


JOB OBJECTIVES:
Under the direction of the Information Technology Supervisor II in the Technical Management Operations Branch, the Information Technology Specialist (ITS) I is responsible for planning and implementing virtualization and cloud technologies, cloud storage, Microsoft technologies and server platforms, remote access solutions, file and print services, data backup and recovery, wired and wireless network infrastructure technologies, and VoIP communications systems. The ITS I implements new information technology and solutions based on technologies that may not currently be in use in the Department. These technologies include, but are not limited to, cloud computing, system automation, and new tools and capabilities to further support the Department’s program functions. Ensures the interoperability of departmental and state enterprise systems to deliver the technology and services needed to support the Department’s program functions. Consults and advises on the complex information technology systems support cases to ensure the continued confidentiality, integrity, interoperability, and availability of these systems department-wide, while maintaining user satisfaction and acceptable service levels for systems and services provided by the Information Technology Services Division (ITSD). Functions as a team lead on large projects and serves as a technical subject matter expert.

ESSENTIAL JOB FUNCTIONS:

Performs the following duties:

45%	Implement New Information Technology Systems: Identifies and documents system requirements by collaborating with project stakeholders to analyze information, problems, practices, or procedures to ensure the IT solution meets their business needs. Designs the information system by referencing and applying applicable DOR, State, and industry standards and best practices to develop a robust and secure solution. Builds and tests the proposed system by working interactively with project stakeholders and ITSD team members, to uncover errors and bugs that require resolution prior to implementation, and to validate the system requirements, security, performance, and usability. Documents and trains technical staff on how to use, operate, and maintain the systems to provide for a smooth and successful final implementation. Deploys IT solutions to the production environment by coordinating with stakeholders and ITSD team members to ensure the system is stable and operational. Provides technical leadership to subordinate support staff on more complex server and application issues and provides liaison functions to technology management staff. Identifies and prepares comprehensive analyses and makes recommendations to resolve issues pertaining to the efficient operation of all data center services provided to agency staff.
	
30%	Systems Maintenance and Daily Operations: Maintains, manages, and operates all DOR server, storage, virtualization platforms, and wired and wireless network infrastructure by staying current with supported hardware and software to meet departmental and industry standards. Updates system documentation and applies software and/or hardware updates as needed, to ensure the continued confidentiality, integrity, and availability of these systems. Administers and maintains all aspects of the DOR’s Active Directory infrastructure by working with ITSD and other business units to identify additions, changes, and deletions to users, security groups, organizational units, and group policies. Delegates administrative rights to ensure proper access, authorization, and authentication services are provided to the Department. Monitors the wired and wireless networks using provided tools and works with field support staff and external service providers to troubleshoot and recover from connectivity issues related to these services.
													
15%	Technical Support: Provides advanced systems and network technical support and problem resolution to first- and second‑level ITSD support staff by identifying problems, determining root causes, evaluating and prioritizing solution alternatives, and implementing the selected solution to maintain customer satisfaction and ensure acceptable service levels.
														
MARGINAL JOB FUNCTIONS:

5%	Technical Skills Development and Continuing Education: Continuously develop and enhance core management, IT skills and knowledge by ensuring thorough familiarity with the available tools, methods and procedures to complete assignments, research, investigate, and keep abreast of trends in IT, attend training, conferences, and webinars.

[bookmark: _Hlk133476545]5%	Other Duties: Performs other related duties, including, but not limited to other duties as identified by division leadership, including, but not limited to, attend training and meetings, conduct research and analysis, develop technical and administrative documents, supervise staff on a temporary basis, and perform a wide range of leadership, management, and staff functions as identified and required. Prepare correspondence to communicate with customers, stakeholders, control agencies, and other state entities.

Travel: 	Up to 5% travel may be required to attend forums, conferences or trainings or meetings. 
 
All Times:  Communicate effectively in a professional, tactful, respectful manner with individuals from varied experiences, perspectives and backgrounds, by telephone, email and other technologies as well as in-person; provide excellent customer service to both internal and external customers; ensure the timely completion of assignments; attempt to resolve individual concern at the lowest possible level; offer other dispute resolution options, and elevate to next level if needed; use initiative, problem solving skills, organizational skills, good judgment, and resourcefulness.  
 
Work Environment and Physical Requirements
 The majority of the work will take place in one of the following locations with consumers, the public, colleagues, and other stakeholders: a DOR open office setting in a cubicle environment, offsite in the community, at events and various partner locations, and/or at an approved alternate work location. The incumbent must have the ability to work in an office setting for up to 40 hours per week and remain at a workstation for extended periods while utilizing a personal computer, peripherals, and other office equipment with or without accommodation. The incumbent will be working in an office setting with both natural and artificial lighting. Strong interpersonal skills are required to interact effectively with consumers, the public, colleagues, and other stakeholders. 

Equal Employment Opportunity:

It is the policy of the Department of Rehabilitation to provide equal employment 
opportunity to all employees and applicants in compliance with FEHA and ADA 
(where it would result in broader protection of the civil rights of an applicant or 
employee with a disability); that employees have the right to work in an 
environment free from discrimination; that consumers have the right to receive 
services free from discrimination in compliance with local, state, and federal laws. 
All employees are responsible for contributing to an inclusive, safe, and secure 
work environment that values diverse cultures, perspectives, and experiences, 
and is free from discrimination.

Acknowledgement
 
I have read, understand, and agree to perform the above listed duties and all duties typically performed by this classification. I certify that I possess essential personal qualifications including integrity, initiative, dependability, good judgment, and ability to work cooperatively with others and in a state of health consistent with the ability to perform the assigned duties as described above with or without reasonable accommodations.
 
________________________________		___________
(Employee’s Name)                                            Date
 
  

_______________________________		____________
(Supervisor’s Name and Title)			Date
 
Original:  Employee’s Official Personnel File
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