



	
STATE OF CALIFORNIA
DEPARTMENT OF FORESTRY AND FIRE PROTECTION
POSITION ESSENTIAL FUNCTIONS DUTIES STATEMENT
PO-199 (06/16)
	Working Title of Position
Enterprise Cloud Architect

	
	Division and/or Subdivision
Information Technology Services

	INSTRUCTIONS:  The Director is required by Government Code Section 19818.12 to report (or to record) “…material changes in the duties of any position in his or her jurisdiction”.  The Position Essential Functions Duties Statement is used for this purpose.  Enter identifying information and effective date at the right.  Enter brief description of each of the important duties and responsibilities of the position below.  Group related duties in numbered paragraphs and indicate the percentage of total time occupied.  Indicate the "essential functions" of the position by placing an asterisk (*) in front of those individual duties you determine to be essential to the job.  Discuss the duties with the employee assigned to the position.  Both the employee and supervisor sign the document where indicated.  The supervisor retains the original document and provides a copy to the employee.
	Location of Headquarters
West Sacramento

	
	Class Title of Position
Information Technology Specialist III

	
	Position Number
541-026-1415-002

	
	Effective Date
July 2026

	Percentage of Time Required
	Effective on the date indicated, the employee assigned to the position identified above performs the following duties and responsibilities.

	












40%













	Under the administrative direction of the IT Manager II, the incumbent serves as an expert for CAL FIRE enterprise cloud architecture, administration, governance, automation, and operational support. The incumbent leads and collaborates with peers throughout the Information Technology Services Division on the planning, design, implementation, and support of complex cloud technology solutions, with primary emphasis on Microsoft Azure and working knowledge of AWS and other cloud service providers. The incumbent works with the highest degree of independence and exercises expert judgment when evaluating technical options, developing architecture recommendations, supporting procurement decisions, and guiding enterprise cloud solutions. The incumbent provides recurring reports and updates to executives, senior leadership, technical teams, vendors, and business partners. Duties include, but are not limited to:

*Leads the design and architecture of enterprise cloud solutions, including Azure Landing Zone components, subscriptions, resource groups, virtual networks, private endpoints, identity and access controls, logging, monitoring, backup, recovery, and operational support models.
*Provides architecture guidance for Azure, AWS, and other cloud service provider environments to ensure solutions are secure, scalable, supportable, cost-effective, and aligned with CAL FIRE and State of California policies and standards.*Develops and maintains cloud architecture standards, diagrams, design patterns, technical documentation, implementation guidance, and decision records.*Reviews proposed cloud solutions for architecture, security alignment, identity management, network design, data protection, monitoring, disaster recovery, and lifecycle support.*Provides expert consultation to management, technical teams, business programs, and vendors regarding cloud capabilities, risks, dependencies, costs, procurement impacts, and operational requirements.*Provides recurring technical briefings, reports, recommendations, and status updates to management, senior leadership, and business partners.

	
	*These are the essential functions for this position.  Essential functions are those functions that the individual who holds the position must be able to perform unaided or with the assistance of a reasonable accommodation.

	Equal Employment Opportunity (EEO) Statement: All CAL FIRE employees are expected to conduct themselves in a professional manner that demonstrates respect for all employees and others they come in contact with during work hours, during work related activities, and anytime they represent the department. Additionally, all CAL FIRE employees are responsible for promoting a safe and secure work environment free from discrimination, harassment, inappropriate conduct, or retaliation.  

	Job qualifications and/or conditions of employment: See page 3.


	"We have discussed this document in its entirety and understand the duties of this position."

	Employee Signature
	
	Date
	
	Supervisor Signature
	
	Date

	Personnel use only
	[bookmark: Check1]|_|  Posted to Directory
	
	

	
	
	Initials and date
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	Working Title of Position
Enterprise Cloud Architect

	Percentage of Time Required
	Effective on the date indicated, the employee assigned to the position identified above performs the following duties and responsibilities.

	




25%
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	*Serves as a senior cloud administrator and governance lead for assigned Azure, AWS, and other cloud service provider environments.*Develops, implements, and maintains governance practices for cloud resources, including naming standards, tagging standards, resource organization, role-based access control, privileged access, policy enforcement, lifecycle management, and cost management.*Coordinates with Information Security to ensure cloud environments are designed, configured, monitored, and operated in accordance with CAL FIRE and State of California security requirements.*Implements and maintains cloud policy controls, audit controls, security baselines, monitoring requirements, operational procedures, and compliance reporting.*Monitors service performance, availability, usage, configuration compliance, cost trends, and operational risk areas.*Supports incident response, service restoration, root cause analysis, corrective action planning, and operational improvements for assigned cloud services.


*Works with other technical teams on the management and maintenance of enterprise cloud infrastructure.*Translates business, operational, security, and technical requirements into cloud infrastructure components, service designs, and supportable implementation plans.
*Develops and supports automation practices using infrastructure-as-code, templates, scripts, source control, deployment pipelines, and repeatable deployment processes.*Supports DevOps and CI/CD practices for cloud infrastructure deployment, configuration management, testing, validation, release management, and operational support.*Coordinates cloud changes through established change management, security review, testing, and approval processes.


*Leads and supports the development of enterprise cloud governance, architecture standards, reusable design patterns, operational playbooks, pipeline guidance, and cloud adoption practices.*Provides training, mentoring, and technical guidance to IT staff regarding cloud architecture, administration, governance, security, monitoring, automation, pipelines, cost management, and operational best practices.*Researches emerging Azure, AWS, and other cloud services, platform changes, security practices, and industry best practices to support informed architectural recommendations.*Participates in architecture reviews, technical planning sessions, vendor discussions, project meetings, and management briefings as required.



	
	*These are the essential functions for this position.  Essential functions are those functions that the individual who holds the position must be able to perform unaided or with the assistance of a reasonable accommodation.

	Equal Employment Opportunity (EEO) Statement: All CAL FIRE employees are expected to conduct themselves in a professional manner that demonstrates respect for all employees and others they come in contact with during work hours, during work related activities, and anytime they represent the department. Additionally, all CAL FIRE employees are responsible for promoting a safe and secure work environment free from discrimination, harassment, inappropriate conduct, or retaliation.  

	Job qualifications and/or conditions of employment: See page 3.

	"We have discussed this document in its entirety and understand the duties of this position."

	Employee Signature
	
	Date
	
	Supervisor Signature
	
	Date

	Personnel use only
	|_|  Posted to Directory
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	Working Title of Position
Enterprise Cloud Architect

	Percentage of Time Required
	Effective on the date indicated, the employee assigned to the position identified above performs the following duties and responsibilities.

	
10%








5%
	*Provides technical support to CAL FIRE emergency incident operations, mobilized staff, and incident technology teams as needed.*Supports cloud, identity, network, endpoint, server, access, and application-hosting issues that affect incident operations or emergency response technology services.*Coordinates service requests, escalations, incident issues, and operational support needs with appropriate technical teams and incident management staff.
*Performs limited onsite or remote technical support during emergency assignments, including troubleshooting, coordination, escalation, documentation, and restoration support.*Attends annual Incident Network training and other incident-related technology training as directed by management.

Performs other job-related duties as assigned by management.

Desirable Qualifications
· Experience designing, administering, or supporting Microsoft Azure enterprise environments.
· Experience managing or supporting AWS or other cloud service provider environments.
· Experience with Azure Landing Zones, AWS account structures, cloud networking, identity and access management, monitoring, logging, backup, recovery, governance, and cost management.
· Experience with Microsoft Entra ID, role-based access control, privileged access management, Azure Policy, Azure Monitor, Log Analytics, Defender for Cloud, or comparable cloud-native security and monitoring tools.
· Experience with DevOps practices, CI/CD pipelines, Azure DevOps, GitHub, source control, infrastructure-as-code, automation, scripting, templates, and repeatable deployment processes.
· Experience developing architecture diagrams, technical standards, implementation plans, operational procedures, and executive-level technical briefings.
· Experience evaluating vendor solutions, cloud service requirements, licensing models, security controls, support models, and procurement-related technical documentation.
· Strong knowledge of enterprise security principles, cloud governance, change management, risk management, and operational support practices.
· Advanced IT-related degrees, Azure certification, AWS certification, cloud architecture certification, or equivalent professional experience.


	
	*These are the essential functions for this position.  Essential functions are those functions that the individual who holds the position must be able to perform unaided or with the assistance of a reasonable accommodation.

	Equal Employment Opportunity (EEO) Statement: All CAL FIRE employees are expected to conduct themselves in a professional manner that demonstrates respect for all employees and others they come in contact with during work hours, during work related activities, and anytime they represent the department. Additionally, all CAL FIRE employees are responsible for promoting a safe and secure work environment free from discrimination, harassment, inappropriate conduct, or retaliation.  

	Job qualifications and/or conditions of employment: Will be required work at remote facilities or incidents to affect repairs onsite, which can involve overnight travel. Hardware repair requires occasional lifting of PC’s and printers which should not exceed 40 pounds.


	"We have discussed this document in its entirety and understand the duties of this position."

	Employee Signature
	
	Date
	
	Supervisor Signature
	
	Date
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