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	EMPLOYEE NAME

	DIVISION – UNIT NAME
Information Systems – Development Services Unit (DSU)

	CLASSIFICATION TITLE
Information Technology Specialist I
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300 Capitol Mall
Sacramento, CA 95814

	WORKING TITLE
Web Application Developer
	POSITION NUMBER
051-340-1402-005

	Information Technology Domain
Software Engineering
	EFFECTIVE DATE




SECTION A: GENERAL DESCRIPTION 

Under the general direction of an Information Technology (IT) Supervisor II, the Information Technology Specialist I will act as a web application developer.  The incumbent is responsible for the analysis, design, coding, testing, documentation, and implementation of enterprise-wide, highly complex electronic information processing applications.

The incumbent will provide an advanced level of knowledge in systems analysis, project management and Software Development Life Cycle (SDLC) processes. The incumbent is responsible for maintaining business knowledge expertise for systems supported.

The projects assigned to the incumbent’s team have enterprise-wide and statewide impact to support the business functions of the State Controller’s Office (SCO).

Duties include, but are not limited to, the following:


SECTION B: ESSENTIAL FUNCTIONS

Candidates must have the ability to perform the following essential functions with or without reasonable accommodations.

Percentage of
  Time Spent					Typical Task

	45%
	Technical and Programming Lead
Serve as technical lead within a multi-disciplined project team (or independently on complex tasks) to apply state-of-the-art technologies to the full range of SDLC activities including analysis, design, coding, testing, documentation, and implementation of information systems solutions.

Serve as a programming lead for web-based and distributed solutions, providing expertise in complex systems using both open source and commercial application development technologies.

Coordinate and consult with users, administrators, and technical staff to identify business and technical requirements for supported applications.

Develop design specifications, technical documentation, and test plans/scripts for information systems solutions, which address the business and technical impact of the project's complex technical components in terms of interoperability, security, and dependability.

Prepare and review SDLC deliverables for content, quality, accuracy and adherence to architectural design, industry best practices, and SCO policies and guidelines.

Support the SCO’s technical infrastructure related to web applications and distributed solutions, specifically in the area of software change management, release management, configuration management, security management, risk and issue management, production incident response, technical documentation, and disaster recovery.

Provide leadership and mentoring to technical staff; serve in a technical advisor role to provide recommendations, alternatives, and impact as each relates to complex projects and assignments.

Collaborate with the SCO Executive Office, SCO management and staff, business clients, stakeholders, and vendors regarding complex technical issues.

	30%
	Planning and Communication
Develop and provide updates to project management work plans and schedules.  Establish and track tasks, priorities, dependencies, status, and completion dates.

Plan, prepare, and coordinate complex technical projects and tasks related to the SCO Strategic IT Plan.

Communicate effectively and professionally. Develop productive working relationships with business partners and team members.

Develop and provide recommendations concerning changes in priorities, project scopes, and schedules.  Report progress on projects and activities in meetings and provide regular written status reports.

	10%
	Program and Technical Expertise
Demonstrate advanced subject matter and technical expertise on supported applications.  Be able to impart technical knowledge, training and/or assistance to other IT Specialists, business or program analysts.

	10%
	Technology Trends and Evaluation
Stay current with the latest trends in software, databases, and development technologies; assist with the identification, selection, acquisition, and use of these solutions for SCO needs.  Prepare alternatives analysis evaluations, proposals, estimates, technical designs, and architectural diagrams.

	5%
	Content Management System Administration
Provide administration of the web Content Management System (CMS) server for the SCO internet and intranet web sites:

Apply patches and updates, coordinate startup and shutdown of server hardware and software systems, replace failed hardware, perform capacity planning, configure Access Control Lists (ACL’s), administer Internet Information Services (IIS), configure, and deploy applications.

Perform Active Directory administration to control access to website resources.  Set up global and local groups and accounts; maintain group membership while conforming to SCO network and Information Security Office (ISO) requirements.

Monitor server performance by applying system configuration changes to fine tune where needed.  Suggest programming design changes to enhance performance.
Verify team applications have met security standards set by ISO.  Perform system configuration changes and consult with developers on needed application changes.

Originate and maintain team infrastructure documents detailing both the hardware and software environments for the unit.



SECTION C: NON-ESSENTIAL FUNCTIONS

	%
	NONE



SECTION D:  ADA REQUIREMENT

Alternatives will be provided for incumbents who are unable to perform the non-essential functions of the job because of a disability as defined by the Americans with Disabilities Act.


SECTION E: KNOWLEDGE, SKILLS, AND ABILITIES

· Expert knowledge, skill, and experience developing web-based and distributed systems using both open source and commercial application development languages and tools.
· Knowledge of Information Technology Infrastructure Library (ITIL) framework and Information Technology Service Management (ITSM) processes and procedures.
· Knowledge of project management principles and ability to apply best practices and processes.
· Knowledge of the State of California IT policies, practices, and direction for the effective and efficient delivery of IT services.
· Knowledge of software security principles as related to the development and use of IT applications.
· Knowledge of relational database management systems (RDBMS).
· Experience developing software applications using waterfall and/or agile SDLC methodologies.
· Excellent collaboration and customer service skills.
· Excellent communication, writing, analytical, and decision-making skills.
· Excellent skills in presenting complex technology concepts and design to non-IT staff.
· Ability to write complex software programs and develop detailed program specifications; analyze information and situations, reason logically and creatively, identify problems, draw valid conclusions, and develop effective solutions.
· Ability to lead a team of developers and work independently in analysis, design, coding, testing, documentation, and implementation, of complex IT applications.
· Ability to develop and maintain effective and cooperative working relationships.
· Ability to exercise a high degree of initiative, independence, and originality.
· Ability to exercise tact, sound judgement, diplomacy, and discretion.
· Ability to be flexible, work well under pressure, meet deadlines, and adapt to changing priorities. 
· Ability and willingness to keep abreast with the latest technologies in the market; learn and use these technologies to enhance SCO’s technology solutions.


SECTION F: RESPONSIBILITY FOR DECISIONS (CONSEQUENCE OF ERROR)

The incumbent will be working on application development and maintenance of mission-critical IT systems, some of which are public facing.  Failure to provide the requisite oversight of the SDLC processes and of adherence to departmental and state IT processes could result in the ineffective use of resources, delays in implementing program changes, client dissatisfaction, and public embarrassment to the SCO. 

The incumbent is obliged to preserve the confidentiality of SCO data and subject matter information that is handled or shared during the course of their work. Failure to comply could result in a security breach.

The incumbent must exercise good judgement in providing assistance, consultation, and communication to users, managers, and team members. The incumbent must be able to balance concurrent assignments, complete assigned projects, and complete tasks on time and at a level commensurate with the position classification. Failure to provide timely and appropriate technical solutions may impede the SCO’s ability to meet its constitutional responsibilities. 

This position requires the incumbent to maintain consistent and regular attendance.  Inconsistent attendance would impact staff completion of work and negatively impact the quality and timeliness of application development and maintenance activities. 

SECTION G: PERSONAL CONTACT

The incumbent will have daily contact with staff at all levels in the Information Systems Division.  The incumbent will work with the SCO Executive and Program staff on a regular basis.  Occasionally, the incumbent will confer with staff from other State Departments and control agencies.  The incumbent will also consult with IT vendors regarding products and services currently in use or of interest to the SCO.

SECTION H: WORK ENVIRONMENT 

The incumbent will work in a multi-story climate-controlled office under artificial lighting.  Travel to customer locations, primarily in Sacramento County, will occur on a regular basis.  When traveling, the incumbent may be subject to the elements of the destination. The incumbent is expected to adhere to a consistent work schedule averaging 40 hours per week. The incumbent may be required to work outside of normal business hours. The incumbent may be required to take a computer laptop offsite to provide after-hours support. The incumbent may be required to carry a mobile communications device.

SECTION I: PHYSICAL REQUIREMENTS

	Check the frequency of activity required of the employee to perform the job

	Activity
(Hours per day)
	Never
(0 Hours)
	Occasionally
(up to 3 hours)
	Frequently
(3 to 6 hours)
	Constantly
(6 to 8 hours)

	Sitting
	
	
	
	X

	Walking
	
	X
	
	

	Standing
	
	X
	
	

	Bending (neck/waist)
	
	X
	
	

	Squatting
	
	X
	
	

	Climbing
	X
	
	
	

	Kneeling
	
	X
	
	

	Crawling
	X
	
	
	

	Twisting (neck/waist)
	
	
	X
	

	Is repetitive use of hand(s) required?
	
	
	
	X

	Simple Grasping (R or L)
	
	
	X
	

	Power Grasping (R or L)
	X
	
	
	

	Fine Manipulation (R or L)
	
	
	X
	

	Pushing/Pulling (R or L)
	
	X
	
	

	Reaching (above/below shoulder level)
	
	
	X
	

	Lifting/Carrying
	The incumbent will be required to move and carry IT equipment and/or documentation, up to 20 pounds, on a frequent basis.






SECTION J: SIGNATURE

By signing this document, I acknowledge I understand all requirements and information stated above and understand the duties may be modified in accordance with the established job specifications for the class and in conjunction with office needs, and I have received a copy of this Duty Statement.

________________________________________	_____________________
Employee’s Signature					Date

I have discussed and provided a copy of this Duty Statement to the employee named above.

_______________________________________	_____________________
Supervisor’s Signature					Date
Rev. 02/17


Rev. 02/17


