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	EMPLOYEE NAME 

Name

	CLASSIFICATION

Information Technology Specialist I
	DIVISION/SECTION/UNIT

Information Technology Division/Information Technology Operations/Information Technology Support Services

	WORKING TITLE
Help Desk Administrator
	GEOGRAPHIC LOCATION

Sacramento

	POSITION NUMBER

414-710-1402-003
	EFFECTIVE DATE



	POSITION TYPE

[bookmark: Check1]|X| Rank and File   |_| Supervisor/Manager   |_| Specialist
	TENURE

Permanent
	TIMEBASE

Full Time 

	GENERAL STATEMENT

Under direction of the Information Technology Supervisor II, the Information Technology Specialist I
performs a wide variety of tasks requiring regular innovative problem-solving within broadly stated and
non-specific guidelines. The incumbent is responsible for isolating and defining unknown conditions,
using technologies to resolve critical problems, and developing new applications of existing
technologies. Work performed at the Specialist I level affects the work of other experts, the development
of major aspects of technology projects, programs or missions, or the products and services of
substantial numbers of users in the Client Services domain. The incumbent reports directly to, and
receives the majority of assignments from, the Information Technology Supervisor II; however, direction
and assignments may also come from the Information Technology Manager I. 

	REQUIREMENTS

|_| Bilingual     |X| Conflict of Interest (COI)     |_| Criminal Offender Record Information (CORI)  
 
|_| License Required     |X| Lifting Required     |X| Travel     |_| Typing Cert     |X| Work Week Group E/SE



COI – This position is subject to the provisions of 2 Cal. Code of Regs. §18730, which contains the Conflict of Interest Code for the Department of Real Estate.

Lifting Required – The incumbent may be required to perform physical activities including standing, walking, bending, stooping, kneeling, reaching, and lifting, carrying, pushing, or pulling equipment, supplies, and work-related materials at various heights, weighing up to 50 pounds.

Travel – The incumbent is required to travel throughout an assigned geographical area by various methods of transportation in this position.

Work Week Group E/SE – The Information Technology Specialist II is a Work Week Group E employee and is expected to work an average of 40 hours per week each year and may be required to work specified hours based on the operational needs of the Department, deemed necessary by management. Accordingly, Work Week Group E employee work schedules may fluctuate at times depending on the nature and amount of work to be performed.

	Percentage
	Description of Essential Functions

	
40%












25%












10%








10%






10%


	Provide Tier 2 technical support to DRE staff for complex hardware, software, operating
system, network, peripheral, and enterprise application issues; monitor, triage,
troubleshoot, document, and resolve incidents and service requests through the Halo
ITSM platform. Provide onsite, telephone, and remote desktop support; diagnose and
remediate workstation, laptop, printer, peripheral, and system configuration issues; and
escalate complex issues as appropriate. Provision, deploy, configure, and maintain
computers and peripherals using Microsoft Windows deployment technologies, including Microsoft Autopilot, to deploy new and replacement devices. Apply standardized
operating system images and configurations, install required software, enroll and
configure devices within enterprise management platforms, validate device functionality,
and perform system diagnostics to maintain secure and reliable computing environments
for DRE staff.

Perform hands-on desktop and endpoint support, including installation, configuration,
maintenance, and troubleshooting of workstation hardware, operating systems, software
applications, smartphones, mobile devices, printers, and IT peripherals. Perform
hardware and software upgrades; diagnose and resolve hardware, software, network
connectivity, and configuration issues; replace failed equipment; coordinate repairs; and
deploy and configure workstation operating systems and applications. Install, configure,
maintain, and troubleshoot network and mobile printing solutions. Collaborate with IT
management and technical staff to analyze technical issues and implement effective
solutions in compliance with DRE policies, security requirements, and IT standards.
Support the daily operation and maintenance of IT hardware, software, and peripherals,
including equipment cleaning, movement, unboxing, installation, workstation setup, and
relocation, which may require lifting and carrying equipment weighing up to 50 pounds.

Administer and maintain user identities, security groups, devices, and directory objects
across Active Directory (AD), Microsoft Entra ID, and Microsoft Intune in accordance with
established security standards and organizational policies. Manage authentication,
authorization, and access to network and shared resources by assigning, modifying, and
revoking permissions. Create, modify, disable, and maintain user accounts; update
identity attributes; perform password resets; and manage user and device access,
configurations, compliance policies, and security controls through AD, Microsoft Entra ID,
and Intune.

Develop, maintain, and ensure currency, accuracy, organization, and compliance of IT
technical standards, procedures, and documentation, including IT security manuals,
operational procedures, system configuration documentation, technical reference
materials, and end-user guides. Develop and maintain electronic training materials,
technical documentation, and user guides to support the onboarding, training, and
effective use of IT systems and technologies by new DRE staff.

Travel to other DRE district offices occasionally as required for support duties. 




	Percentage
	Description of Marginal Functions

	
5%


	
Perform other duties as related.



ADDITIONAL INFORMATION
 
The Information Technology Specialist I works 40 hours per week in an office setting, with artificial light and temperature control. Daily access to and use of a personal computer and telephone are essential. The employee must be able to remain in a stationary position 50% of the time and must occasionally move about inside the office to access files and documents from the filing cabinets and office machinery (i.e. printer, fax machine, copy machine).

This position may be eligible for telework. The amount of telework is at the discretion of the Department and based on current telework policy. While DRE supports telework, in-person attendance may be required based on operational needs. Employees are expected to be able to report to their worksite with minimal notification if an urgent need arises.

The Information Technology Specialist I must possess good communication skills, use good judgment in decision-making, exercise creativity and flexibility in problem identification, manage time and resources effectively, and be responsive to DRE management needs. Dependability, punctuality, and the ability to demonstrate a team-oriented working capability are required in this position. This position also requires strong written and oral communication skills, the ability to evaluate, process and utilize computer skills, and the ability to deal effectively with people. 

The Information Technology Specialist I routinely works with sensitive and confidential issues and/or materials and is expected to maintain the privacy and confidentiality of documents and topics pertaining to individuals or to sensitive program matters at all times.

As an Equal Opportunity Employer, all DRE employees are expected to conduct themselves in a professional manner that demonstrates respect for all employees and others they come in contact with during work hours, during work-related activities, and anytime they represent the Department. Additionally, all DRE employees are responsible for promoting a safe and secure work environment, free from discrimination, harassment, inappropriate conduct, or retaliation.

The statements contained in this job description reflect general details as necessary to describe the principal functions of this job. It should not be considered an all-inclusive listing of work requirements. The incumbent of this position may perform other duties (commensurate with this classification) as assigned, including work in other functional areas to cover during absences, to equalize peak work periods or to otherwise balance the workload. Duties of this position are subject to change and may be revised as needed or required.

I have read and understand the duties listed above and I can perform these duties with or without reasonable accommodation. (If you believe reasonable accommodation is necessary, discuss your concerns with the hiring supervisor. If unsure of a need for reasonable accommodation, inform the hiring supervisor, who will discuss your concerns with the Equal Employment Opportunity Office.)

	EMPLOYEE NAME

Name
	CLASSIFICATION

Information Technology Specialist I

	EMPLOYEE SIGNATURE


	DATE




I have discussed the duties of this position with and have provided a copy of this duty statement to the employee named above.
	SUPERVISOR NAME

Martin Pineda-Araujo
	CLASSIFICATION

Information Technology Supervisor II

	SUPERVISOR SIGNATURE


	DATE
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