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SECTION A: GENERAL DESCRIPTION 

Under the general direction of the Information Technology Manager I, the Information Technology Specialist II (ITS II) serves as a technical subject matter expert and lead responsible for the design, implementation, administration, modernization, governance and ongoing support of the State Controller’s Office (SCO) enterprise web hosting, cloud infrastructure, and application deployment environments. The incumbent performs complex technical work requiring independent judgment in the administration of enterprise web servers, electronic file transfer services, cloud services, DNS, SSL/TLS certificates, deployment pipelines, access controls, automation technologies, and related infrastructure.  The incumbent is responsible for the development and implementation of the cloud and network infrastructure services framework and methodology in alignment with the State Controller’s Office infrastructure services.

The IT Spec II provides technical leadership and expertise to application developers, infrastructure engineers, cybersecurity staff, project teams, vendors, and other stakeholders to ensure the availability, performance, security, scalability, and maintainability of SCO’s enterprise applications and web services. The incumbent provides technical leadership in the modernization of legacy application hosting and deployment processes through cloud technologies, modern DevOps practices, continuous integration and continuous deployment (CI/CD), infrastructure automation, and configuration management.  

SECTION B: ESSENTIAL FUNCTIONS

Candidates must have the ability to perform the following essential functions with or without reasonable accommodations.


Percentage of
  Time Spent					Typical Task

	30%
	Design, configure, implement, administer, and support multiple cloud-based services and resources, supporting SCO enterprise applications. Evaluates cloud technologies and develops solutions that meet business, technical, security, availability, scalability, and operational requirements. Configures and maintains cloud resources including compute, networking, storage, identity and access management, monitoring, security, and application hosting services. Performs analysis of existing infrastructure and recommends cloud-based solutions that improve operational efficiency, resiliency, scalability, security, and maintainability. Develops and implements cloud infrastructure solutions in accordance with SCO architecture, security, configuration, and operational standards. Works with technical staff, application teams, vendors, and stakeholders to implement, maintain, troubleshoot, and optimize cloud and hybrid-cloud solutions. Provides technical leadership and subject matter expertise regarding enterprise cloud infrastructure and assists IT staff in the administration, configuration, troubleshooting, and support of cloud-based services.

	25%
	Administers, maintains, and supports enterprise web servers, electronic file transfer services, application servers, web hosting platforms, and related infrastructure supporting SCO mission-critical applications and public-facing services.  Lead and work with cross-functional SCO teams and vendor teams to architect, design and develop the most complex Cloud computing solutions.  Performs complex configuration, installation, upgrades, patching, monitoring, troubleshooting, performance tuning, and maintenance activities to ensure high availability, reliability, performance, and security. Manages web application environments across development, testing, staging, and production environments. Analyzes system and application issues,
identifies root causes, develops corrective actions, and coordinates resolution of complex technical problems. Provides technical leadership and establishes standardized administration procedures, operational practices, configuration standards, and support processes for hosted websites and applications. Maintains comprehensive technical and operational documentation, including system configurations, procedures, architecture diagrams, troubleshooting guides, and operational runbooks. Provides technical guidance and mentorship to other IT staff in the support, administration, configuration, troubleshooting, and maintenance of hosted websites and applications.

	20%
	Leads and participates in the modernization of legacy website and application deployment processes through the implementation of modern DevOps practices and continuous integration/continuous deployment (CI/CD) methodologies. Designs, develops, implements, maintains, and troubleshoots automated deployment pipelines to promote applications and configuration changes through development, testing, staging, and production environments. Establishes standardized deployment processes, source-control practices, release procedures, configuration management, and automated testing and validation activities. Evaluates legacy deployment processes and develops modernization strategies that reduce manual intervention, improve deployment consistency, increase reliability, and support repeatable and auditable releases. Provides technical leadership and guidance to application development and infrastructure teams regarding DevOps tools, deployment architecture, automation, CI/CD pipelines, cloud-based application delivery, and modern application hosting practices.

	15%
	Administers internal and public DNS zones and records supporting SCO enterprise applications, websites, cloud services, and infrastructure. Creates, modifies, maintains, and troubleshoots DNS records and name resolution services. Investigates complex DNS issues and coordinates resolution across infrastructure, network, application, and external service providers. Manages the enterprise SSL/TLS certificate lifecycle, including certificate requests, issuance, installation, configuration, renewal, replacement, monitoring, and retirement. Develops and maintains processes and automation to proactively monitor certificate expiration and prevent service interruptions. Administers and maintains appropriate access controls, service accounts, authentication mechanisms, and permissions associated with web, cloud, and application hosting environments in accordance with SCO security policies, standards, and best practices. Provides technical guidance to IT staff regarding secure configuration, access management, certificate management, DNS administration, and related infrastructure services.

	5%
	Develops and maintains automation solutions, scripts, and infrastructure-as-code processes to streamline provisioning, configuration, deployment, monitoring, maintenance, and operational support activities. Identifies repetitive or manual administrative processes and develops automated solutions to improve efficiency, consistency, reliability, and operational security. Implements monitoring, logging, alerting, and reporting capabilities to identify potential performance, availability, security, and capacity issues. Develops and maintains technical documentation, system diagrams, configuration standards, procedures, knowledge articles, and operational runbooks. Provides technical leadership and serves as a subject matter expert for complex enterprise cloud, web infrastructure, application hosting, DevOps, and automation initiatives. Mentors and provides technical guidance to other IT staff, assists with knowledge transfer, and promotes consistent administration and support practices across the organization. Participates in technical reviews and provides recommendations regarding infrastructure design, operational processes, emerging technologies, and enterprise standards.

	5%
	Other NSU related duties appropriate to the classification which include, but are not limited to, traveling outside of the Sacramento area, any off shift support or maintenance, relocating and installing equipment.  Performs other IT-related duties and special projects as assigned. Participates in meetings, planning sessions, technical reviews, project activities, and cross-functional teams. Researches emerging technologies, industry practices, and State technology standards and makes recommendations regarding their applicability to SCO enterprise environments. Maintains current knowledge of cloud computing, web technologies, DevOps, automation, cybersecurity, enterprise infrastructure, and application hosting practices.


	
	 
SECTION C: NON-ESSENTIAL FUNCTIONS

		%
	NONE




SECTION D:  ADA REQUIREMENT

Alternative will be provided for incumbents who are unable to perform the non-essential functions of the job because of a disability as defined by the Americans with Disabilities Act.


SECTION E: KNOWLEDGE, SKILLS AND ABILITIES

Extensive project experience architecting, documenting, migrating and deploying cloud-based solutions. Excellent verbal and written communication, time management, presentation, and organizational skills. Hands-on, technical subject matter expert with the ability to propose, present and influence architectural design ideas to executives and technical management and work with customers' developers, architects, and technical management. Identify key trends and emerging technologies that can enhance or impact the solution architecture. Extensive knowledge and practical application experience working in advanced software defined networks concepts, Cloud computing, and Platform as a Service methodology. 

This position is subject to fingerprinting and background check by the Department of Justice (DOJ) and the Federal Bureau of Investigation (FBI).


SECTION F: RESPONSIBILITY FOR DECISIONS (CONSEQUENCE OF ERROR)

The incumbent receives general direction from the IT Manager I, Technical Support Section. This position manages their responsibilities by exercising good judgement in providing assistance, consultation, direction, and communication to management, staff, and the vendor community. Decisions and recommendations made have serious impact to SCO IT systems and services. Consequences of poor decision, judgement, or advice may have a negative or serious impact to the organization, which may impede the constitutional responsibility of the Controller. 


SECTION G: PERSONAL CONTACT

Point of contact include managers, technical staff, and users to provide and make recommendations regarding systems and problems requiring solutions. Regular contact with IT staff, vendors, and external entities to coordinate problem solving and ensure conformity of methods and practices. Incumbent must contact users to discuss business and system requirements, contractors to provide oversight, and vendors to discuss existing or new technology. Contact is to influence, motivate, persuade, and lead individuals or groups.


SECTION H: WORK ENVIRONMENT

This position’s base of operations is located at 300 Capitol Mall, Suite #621, Sacramento, CA  95814, which is a multistory office building under artificial lighting. 
The primary work environment is a cubicle equipped with a desktop and laptop while other work required is in data centers and IDF areas. SCO also offers the ability to telework from home. Frequent driving on public roads to other SCO facilities; may also require travel to SCO offices in Southern California; subject to frequent overtime and off-shift support required. The incumbent is expected to adhere to a consistent work schedule averaging 40 hours per week.  The incumbent may be required to work outside of normal business hours and is required to carry a mobile communications device.


SECTION I: PHYSICAL REQUIREMENTS

Persons in this position involves frequent use of a keyboard, walking, standing and sitting.
 


	Check the frequency of activity required of the employee to perform the job

	Activity
(Hours per day)
	Never
(0 Hours)
	Occasionally
(up to 3 hours)
	Frequently
(3 to 6 hours)
	Constantly
(6 to 8 hours)

	Sitting
	
	
	
	X

	Walking
	
	X
	
	

	Standing
	
	X
	
	

	Bending (neck/waist)
	
	X
	
	

	Squatting
	
	X
	
	

	Climbing
	
	X
	
	

	Kneeling
	
	X
	
	

	Crawling
	
	X
	
	

	Twisting (neck/waist)
	
	X
	
	

	Is repetitive use of hand(s) required?
	
	
	
	X

	Simple Grasping (R or L)
	
	X
	
	

	Power Grasping (R or L)
	X
	
	
	

	Fine Manipulation (R or L)
	
	X
	
	

	Pushing/Pulling (R or L)
	
	X
	
	

	Reaching (above/below shoulder level)
	
	X
	
	

	Lifting/Carrying
	Occasionally lifting infrastructure equipment (servers, etc.) up to 50lbs. but no more than 10ft.






SECTION J: SIGNATURE

By signing this document, I acknowledge I understand all requirements and information stated above and understand the duties may be modified in accordance with the established job specifications for the class and in conjunction with office needs and have received a copy of this duty statement.



________________________________________	_____________________
Employee’s Signature					Date


I have discussed and provided a copy of this duty statement to the employee named above.


_______________________________________	_____________________
Supervisor’s Signature					Date

Rev. 10/16

